INTRODUCTION

With the advent of remote and wireless computing and the adoption of the Internet as an

open network, there is an increasing trend towards a spur-of-the-moment connectivity where dynamic configuration becomes the standard manner of operation. Communication in these applications will involve remote, possibly unfamiliar participants with whom a conversation can be trusted only with the use of a secure communication protocols.

This seminar covers the principles of a secure protocol such that the purpose and value of the protocol can be understood and utilized to provide the appropriate safeguards. The material contains various sub topics that helps in elaborating the technicalities involves in the designing of a secure system. Examples of how the different aspects of the secure protocol can be implemented are cited. The remainder will cover some of the unique issues associated with implementing and maintaining a secure communication protocol.

RELEVANCE OF THE TOPIC

There are many potential applications for Embedded Systems and their Internetworking. In general, most of these do not actually require the network used to be the Internet – it just eases using the application. When using the Internet, the end-user can access the embedded system with interface tools that are very familiar to him/her: like a web browser or email program.

Some potential applications

o At home

                       

o Meter reading

                  

o Sprinkler Systems

            o Security / Alarm Systems

            o Appliances

o Scientific

o Remote data collection

o Weather stations

o Seismic recorders

o Medical

o Patient monitoring devices

o Homecare for the elderly and disabled

o Automotive

o Fleet tracking

As Embedded Systems do not have the CPU and sufficient memory resources to  handle the entire TCP/IP stack with all its variations, a careful evaluation of the different protocols and applications is required, to make a decision what is needed and what can be skipped.

Thus this seminar discusses all the important points needed for designing of safe and secure communication protocol for such low memory systems.
NEED FOR USING A SECURE COMMUNICATION PROTOCOL

With the rise of information that is sent through cyberspace, there is greater sensitivity by individuals to protecting their privacy. To properly address the concerns that arise from operating in this new open environment, secure communication protocols need to be implemented. Many issues that were previously irrelevant now may have considerable impact on the design of the hardware, firmware and the applications. It is worthwhile to analyze the security needs of the application first. This analysis involves the classification of risks in terms of costs. The cost can come in the form of loss of revenue, legal fees, and even damage to reputation resulting from bad publicity. For most applications, the risks can be elicited from a discussion that covers the following points.
a- Authentication.

b- Message Integrity.

c- Confidentiality.

d- Non-repudiation.

AUTHENTICATION
To provide a service or information based on an incoming request from an external source, we need to know whether the requesting party is authorized to make such a request, and thereby receive the resultant information or service? A subscription-based service would be one application example that would share such a concern. Conversely, the end-user making the request would no doubt expect the entity providing the service or the information to be legitimate. A user of a paging or stock quote delivery service would expect no less.

MESSAGE INTEGRITY
While traditional communication schemes usually have an error checking mechanism to detect corrupted messages, it does not safeguard the message itself. Anyone intent on modifying a message can easily do so and correspondingly modify the checksum. Under this situation, the receiving party will not be able to detect the message tampering. The application would be adversely affected if the message is modified. For instance, would a subscriber be able to gain access to services he was not entitled to by modifying the contents of a message?

CONFEDENTIALITY

The addition/removal of messages is an extension of the previous question, but it is stated explicitly here to present a different face on a related threat. A hacker would be interested in finding ways to avoid payment for services rendered. If a certain message was used to indicate the usage amount, it may be a target for removal. Another variant on this type of attack is to replay a previous message whereby the possibility of electronically “double dipping” becomes quite real.

NON REPUDIATION

This is essentially about the sensitivity of the data that is being handled. If information about individuals is being transferred or otherwise used, there is a high likelihood that the public would expect such information to be protected. It is not always easy to determine what is considered sensitive data and what is not. The issue here is will we need a provision to shield the actual message data.

IMPLEMENTATION OF PROTOCOL
A protocol is “a sequence of steps involving two or more parties, designed to accomplish a task”. If a protocol is well defined, it abstracts the process from the mechanism. Encryption can be divided into two sub categories 

· Symmetrical. 
· Asymmetrical. 
In the case of a symmetrical algorithm, the keys used for encrypting and decrypting are one and  the same. Data Encryption Standard or DES is an example of a symmetric algorithm. In  an asymmetric algorithm, the key to encrypt differs in value from the key to decrypt, but share a common origin. The RSA Public Key algorithm is an example of an asymmetric algorithm. Virtually all secure communication protocols provide a method for:

                             Authentication      – Verify the identity of the sender/receiver

                             Message Integrity – Validate that messages received are unmodified

                             Confidentiality      – Cipher the data in such a way to be non-readable

                             Non-repudiation    – Document that a transaction occurred

Depending on the application, we may need one or more of the secure tenets stated above. Typically, authentication is the first step in any secure protocol. Depending on the application’s needs, the other processes may or may not be needed. For instance, non-repudiation is not often needed in a protocol, but for applications that require maintaining some sort of transaction log, this tenet may need to be fulfilled. 


LAYERED MODEL

The commonly used tool in executing a secure protocol is the one-way hash function. While theoretically not entirely one-way, it is called a one way function because the inverse function is considerably more difficult than the forward process. A common one- way function is to continuously EXOR succeeding bytes of data. While it is easy to generate the forward result, it is not easy to reverse the process to retrieve the original data.

When all the tenets of the secure protocol are put together, it can be viewed as occupying

a distinct layer in a layered approach. It resides above the lowest communication layer,

but sits below the application layer. The lowest application layer can be anything from IR

protocol to the TCP/IP stack.
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NOTATIONS

The notations which are used in elaborating the algorithms are listed below.

For a symmetric algorithm where the encryption and decryption keys are one and the

same, the notation used will be:

Sk(M) –> C denotes encipherment of message M by key SK resulting in cipher text C

Sk(C) –> M denotes decipherment of message C by key SK resulting in plain text M.

The full cycle of encryption followed by decryption to retrieve the original message will be indicated by:
Sk[Sk(M)] = M.

To represent an asymmetric algorithm where there is a secret key which must be

protected and the public key which need not be protected, we’ll use the following

notation:

Sk(M) –> C, denotes encipherment of M by the private key SK, resulting in cipher text C

Pk(C) –> M, denotes decipherment of C by the public key PK resulting in plain text M.

The full cycle of encryption followed by decryption to retrieve the original message will

be indicated by :

Pk[Sk(M)] = M.

AUTHENTICATION ALGORITHM
Authentication is the process of proving that the parties involved are legitimate. This can

be performed by only the initiator of the transaction or it can be done in a mutual fashion,

where each member authenticates the other. The first step is to determine the challenge or

authentication data to be used. It can be a shared data that was previously agreed upon, or

it can be sent by the challenger at the time authentication is performed. The dialogue below illustrates how authentication is performed using a symmetric encryption algorithm using the key SA. Note that the notation S’ is used to denote the key being authenticated.

In the following algorithm the objective is relatively simple, but there is a variety of implementation. Steps 1-4 would be the sequence for one authentication. Steps 5-8 is the same process repeated with the other party serving as the challenger. If the encrypted authentication value can be verified independently, this implies that the keys are correct, providing reasonable assurance that the other entity is the legitimate party.

ALGORITHM
Party A                                                          



Party B

1) Send a Challenge command to   Party B.           
                                                                            2) Encrypt authentication data with                                                                                                                    
                    




         S’A(Auth. Data).
                                                                            3) Return encrypted data as the                                 



                                 response
to Party A.
4) Validate by either:

i) Encrypt authentication

data independently:

Does SA(Auth. data) =

S’A(Auth. data) ? OR
ii) Decrypt ciphered message:

Does SA [SA(Auth data)] =

Auth. data?

                                                                                      5) Generate Challenge command

6) Encrypt authentication data

with S’A(Auth. data)

7) Return encrypted data as

response to Party B

                                                                                    8) Validate by either:

                                                                                         i) Encrypt authentication                      

                                                                                         data independently:

                                                                                          Does SA(Auth data) =

                                                                                          S’A(Auth. data) ?OR                                                                                                                                                                                                                                       







      ii) Decrypt ciphered message:                                                                                       

                                                                      Does SA [SA(Auth data)] =

                                                                                               Auth. data?

MESSAGE INTEGRITY ALGORITHM
The first step towards ensuring message integrity is detection of message tampering. The process of protecting the data should be computationally efficient so that any tampering of the data could easily be determined. This should not be misconstrued with parity checks or other checksum computation that usually occur at a lower layer of a communication protocol which protects the entire message block. A hashing function can be used for this purpose. However, if only a one-way hash function is used to insure the integrity of a message, a person intent on modifying a message can easily do so, since the proper hash can easily be computed for the new message. The recipient will not be able to detect that this was a modified or injected message.

While hashing functions alone will not detect the modification of messages, encrypting the hash will greatly increase the effectiveness in detecting altered messages and false messages. These types of encrypted hashed messages are referred to as Message Authentication Codes or MAC. 
ALGORITHM

Party A 







Party B

1) Request data from Party B

2) Generate a one-way hash of message,

Hmessage
3) Encrypt hashed value with MAC key,

S’MAC(Hmessage)

4) Format message for transmission

Message + S’MAC(Hmessage)

5) Send message to Party A

6) Hash the incoming Message

Hashed Message = Hmessage
7) Encrypt hashed message with MAC Key,

SMAC(Hmessage)

8) Compare results to see if they match

If SMAC(Hmessage) = S’MAC(Hmessage),

the verification is successful

ANALYSIS OF ALGORITHM
The plain text message sent by the initiator will be appended by a MAC code. This MAC

code can be the result of encrypting the one-way hash of the entire message. By encrypting the MAC, the message is bound to the intended recipient even though the content is completely unknown. The intended recipient will then upon parsing the message, hash the message independently and encrypt the hash. If the verification results

match the MAC that was received, then there is reasonable assurance that the data did not

get corrupted along the way.

Any attempts to modify the body of the message without addressing the attached MAC

will surely be detected. If the MAC is altered to hide the changes made, the perpetrator

will have to know the correct MAC key. If the key is incorrect, the MAC will once again

not match.

The key used for encrypted MACs can be different from the authentication key mentioned earlier. Multiple keys can be used in conjunction in a secure protocol.

CONFIDENTIALITY ALGORITHM

This is the process whereby the body of the message is completely enciphered. Encrypting the entire message body can be computationally expensive, depending on the volume of data, the hardware limitation, and the encryption algorithm, so careful considerations should be made before implementing this process indiscriminately. A good choice for total encryption would be any passwords to be submitted for verification. Another class of data that needs to completely hidden is any keys that need to be passed. In this algorithm, the MAC key is generated for a particular session. Any messages that are sent between the two parties will use the MAC keys to validate the subsequent messages within that particular session.

Session keys can be created by one member in a random fashion and sent to the other

party. To safely send it to the other party, a public-key or asymmetric algorithm is often

used. The party creating the session MAC key, SsMAC , would use his private key to

encrypt the session key. The intended recipient should have access to the originator’s

public key either on hand or through some public directory. The steps would be as

follows:

ALGORITHM
Party A






         Party B

1) Generate MAC session key

2) Encrypt using Party A’s Private

key to get SA(SsMAC)

3) Send it to Party B

4) Retrieve public key PA
5) Decrypt to retrieve session key by performing:

PA [SA (SsMAC )]

6) Return an acknowledgement to Party A

using Party B’s own private key. The

message would be:

SB(Acknowledge)

7) Retrieve Public Key PB
8) Decrypt to retrieve acknowledgement

PB [SB (Acknowledge )]

If acknowledge message is deciphered,

then Party A knows that Party B received

the session key.

9) Subsequent message transfer can occur

using the session MAC key, as described

in the previous section.

Message + SsMAC(Hmessage)

ANALYSIS OF ALGORITHM
The public-key algorithm makes key distribution much easier. Rather than trying to secure both keys, the recipient, Party B, does not need to be concerned with exposing any keys. The fact that Party A independently retrieves Party B’s public key to decipher the enciphered acknowledgement message means that only Party B could have sent it. If someone else got the MAC key, Party A would know because the enciphered acknowledge message would not decipher correctly. The exchange here is an example of how confidentiality is implemented. This type of protocol could easily apply to any other sensitive data element. 
NON-REPUDIATION
This is the process whereby the specific details of a particular transactions, such as the unit ID, date, location, and other salient information are captured and used to generate a encrypted value, or certificate. This certificate is often stored on both units so that in the event that a user claims that they were not involved, the matching certificate would indicate otherwise.

ISSUES CONCERNED WITH EMBEDDED SYSTEMS

In the realm of embedded systems, memory and speed are often limiting factors. Encryption algorithm and key handling code can take a significant amount of memory. The most popular encryption algorithms, DES and triple DES can be computed on the smart card’s 8-bit microcontroller making the protocol designing for embedded systems  feasible. The more serious concern is securing the protocol and of course, the key value itself. At a minimum, the security lock provision to prevent the dumping of loaded code should be enabled so as to minimize the possibility of reverse engineering. The key, being the most sensitive part, should not be readily available. It should not be stored in FLASH or external memory, where it may be outside of any lock protection. In designing a device which is intended to perform an existing protocol, such as a payment terminal for a stored value system, the keys will not be loaded in as part of the code, but is rather installed by a system provider. In these particular application, the trend is towards having the device keys loaded into its own smart card. This compact smart card version is referred to as the plug-in module, and can be found in payment terminals and certain types of cellular phones. This would mean that the protocol is executed primarily between the customer’s smart card and the device’s module. 
The answer to that question is “yes”, but it depends on what level of responsibility our

application bears for maintaining the overall security. Once the decision has been made

to implement a secure protocol, there are maintenance costs associated with handling the

encryption keys themselves. A key that remains static and does not change with time is

bound to be exposed at some time. If security is important, then there should be a means

to change the key values at periodic intervals.

CONCLUSION

Data security, once a concern primarily in the government sector, has now become commonplace in the commercial sector, due in large part to the adoption of the Internet as

the preferred open network. The adoption of the Internet allows for unprecedented connectivity. But with connectivity comes the potential for devastating consequences if no system of checks is in place. To perform useful transactions, it is imperative that a trusting environment be in place. The role of a secure communication protocol is to address this need. A secure communication protocol addresses the need for authentication, message integrity, and confidentiality. Ideally, the protocol should be specified such that its implementation is not platform or algorithmically dependent. This would provide the ultimate flexibility and allow applications to span multiple platforms.

While there are certain issues unique to embedded systems, the capacity currently exists

to implement a secure application using a secure protocol framework. 
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