Abstract:-
           Authenticity is one of the key aspects of computer security. As a cryptographic technique that guarantees information authenticity, secret sharing  has been an active research field for many years. With the efforts of pioneering researchers, secret sharing has reached the level of practical use in today's Internet-based applications, which is designed to protect a secret piece of information among  a group of users in such a way that only certain subsets of users can jointly reconstruct the secret,  whereas other subsets of users can ideally not obtain any information about the secret. 

        In this paper , we present an online secret sharing schemes and investigate the design of online secret sharing schemes . A new model is then proposed for computationally secure online secret sharing, which  allow to change dynamically the secret and  add  participants, without having to redistribute new shares secretly to the current participants.The security of the scheme is based on the intractability of factoring. This paper include the advantages provided by online secret sharing.We have also discussed about how  cheating can occur and how to identify all the cheaters. 

1 . Introduction:-
            As long as there are creatures endowed with language, there will be confidential messages intended for a limited audience. How can these messages be transmitted secretly, so that no unauthorised person gets knowledge of the content of message? And how can one guarantee that a message arrives in the right hands exactly as it was transmitted? For this purpose we use the different cryptography techniques . Traditionally, there are two ways to answer such questions. One can disguise the very existence of a message, perhaps by writing with invisible ink; or try to transmit the message via a trustworthy person. A totally different approach is to encipher (or encrypt) a message. In this case one does not disguise its existence. There is a satisfying appropriateness to cryptology’s role in the birth of electronic computing. The arrival of the Information Age has revealed an urgent need for cryptography in the private sector. Today, vast amounts of sensitive information such as health and legal records, financial transactions, credit ratings and the like are routinely exchanged between computers via public communication facilities. Society turns to the cryptographer for help in ensuring the privacy and authenticity of such sensitive information. 

             Cryptographic techniques, such as encipherment, digital signatures, key agreement and secret sharing schemes, are important building blocks in the implementation of any security service. A secret sharing scheme is a system that is designed to protect a secret piece of information among a group of users in such a way that only certain subsets of users can jointly reconstruct the secret, whereas other subsets of users can ideally not obtain any information about the secret. The collection of subsets that can access the secret is called the access structure of the secret sharing scheme. The most common types of secret sharing schemes are those where the access structure consists of all subsets of at least k (out of n) users (these are known as (k,n)- threshold schemes).

2. Secret sharing:-
             Secret sharing is an important and widely studied tool in cryptography and distributed computation. Informally, a secret sharing scheme is a protocol in which a dealer distributes a secret among a set of participants such that only specific subsets of them, defined by the access structure, can recover the secret at a later time. Much research in the area of secret sharing has concentrated on the size of the shares. Although the size of the shares is important because the shares have to be transmitted and stored secretly, this is not the only information the participants must know to reconstruct the secret. Additional knowledge needed includes, for example, the identity of the participants and the description of the protocol, including the access structure. These parameters are publicly known, but at the same time it is vital that they are authentic, i.e. that no malicious participant has changed these descriptions. 

             The original motivation for secret sharing is the following.

    1. To safeguard cryptographic keys from loss, it is desirable to create backup copies, although these copies are themselves a security risk. Secret sharing addresses this issue by allowing enhanced reliability without increased risk.

    2. They also facilitate distributed trust or shared control for critical activities by requiring cooperation by t out of n users for access to a critical action.     

         The idea of secret  sharing is to start with a secret, and divide it into pieces called shares which are distributed amongst users such that the pooled shares of specific subsets of users allow reconstruction of the original secret. This may be viewed as a key distribution technique, facilitating one-time key establishment, wherein the recovered key is pre-determined (static), and in the basic case, the same for all groups.

2.1  Definitions Of Secret Sharing:-
1.   A secret sharing scheme is a protocol involving a set A ={A1,……., An} of participants and a dealer D, where 

D ( P. Let T ( 2P be the set of subsets of participants permitted access to the secret; this is called the access structure. The dealer D chooses a secret K and distributes privately to each participant Ai Є P a share Si of K such that:

(i) any authorized set X  Є T can reconstruct the secret K from its shares,

(ii) no unauthorized set X ( T can do so.

2.   Let T* (  T be the set of minimal authorised sets, that is, of sets X Є T  such that: Y ( X and     Y ЄT  implies that Y = X.

3.   A secret sharing scheme is perfect if the shares corresponding to each unauthorized subset provide absolutely  no  information about the shared secret.

2.2 The Shamir threshold scheme:- 

The Shamir (t; n)-threshold scheme  is based on polynomial interpolation over a finite field Fp, where p is a prime, and the fact that a polynomial f(x) of degree t ─ 1 is uniquely determined by a set of t pairs (xi; f(xi)), where all xi are distinct. Let the set of possible secrets be P = Zp, where p ¸ t + 1 is prime, and let S = Zp. The secret key will be an element of Zp, as will be the shares given to the participants. The Shamir threshold scheme is described as follows: 

(i) Initialization phase

D chooses t distinct, non zero elements of Zp, denoted xi, 1 ≤ i ≤ t (this is where we require p ≥ t + 1). 

For 1 ≤ i ≤ t,  D gives the value xi to Pi. The values xi  are public.

(ii) Distribution phase

1. Suppose D wants to share a key K Є Zp. D secretly chooses (independently at random) t ─ 1 elements of Zp, a,…….., at ─ 1.
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2. For 1 ≤ i ≤ t, D computes yi = f(xi),  where 
3. For 1 ≤ i ≤ t, D gives the share yi to Pi.

(iii) Reconstruction phase
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Any set X 2 ¡ of t where X = {xi1 ,………., xit} or more participants can reconstruct the secret  key K = f(0) by substituting x = 0 into the Lagrange interpolation formula: 

2.3  Secret sharing schemes with extended capabilities:-
Secret sharing schemes with a variety of extended capabilities exist, including:

(i) pre-position secret sharing schemes. All necessary secret information is put in place excepting a single (constant) share which must later be communicated, e.g., by broadcast, to activate the scheme.

(ii) dynamic secret sharing schemes. There are pre-positioned schemes wherein the secrets reconstructed by various authorised subsets vary with the value of communicated activating shares.

(iii) multi-secret threshold schemes. In these secret sharing schemes different secrets are associated with different authorised subsets. 

(iv) detection of cheaters and verifiable secret sharing. These schemes respectively address cheating by one or more group members, and the distributor of the shares.

(v) secret sharing with disenrollment. These schemes address the issue that when a secret share of a (t; n)threshold scheme is made public, it becomes a (t ─ 1; n) scheme.

4  Online Secret Sharing Schemes:-
Online secret sharing schemes provide the capability to dynamically change the secret and  add  participants, without having to redistribute new shares secretly to the current participants. These capabilities are traded for the need to store online additional authentic (but not secret) information at a publicly accessible location, e.g. on a notice board. Alternatively, this information can be broadcast to the participants over a public channel. In particular, online secret sharing schemes have the following properties:

(i) All shares that must be transmitted and stored secretly once for every participant are as short as the secret.

(ii) Different secrets can be shared with different access structures without requiring the shares held by participants to change. This includes the ability for the dealer to change the secret after the shares have been distributed.

(iii) The dealer can update the scheme online: When a new participant is added   and the access structure is changed, already distributed shares remain valid.
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       Online secret sharing schemes have potential practical applications in situations where the participants and the access rules or the secret itself frequently change. No new shares have to be distributed secretly when new participants are included or participants leave. Such situations often arise in key management and escrowed encryption systems. For example, consider a high security area within a bank where employees and managers are not permitted outside of normal working hours. At such times, only groups consisting of one manager and at least two employees may enter and a secret sharing scheme is used to share the access code. If, for instance, a manager is fired, he may disclose his share. With an online secret sharing scheme, only the access code and the notice board have to be updated, and the other managers and employees do not have to be given new shares. 

4.1 Model for online secret sharing:-
The main reasons for using online secret sharing in comparison to a traditional secret sharing  are as follows:

                   In traditional secret sharing, the shares and key are fixed when the scheme is set up. Once the secret has been constructed, the participants’ shares cannot be used again. Shares must be distributed to share new secrets or change the access structure. Whereas in online secret sharing, a participant can be added or removed online without having to distribute new secret shares to existing participants and the participants’ shares can be used to construct multiple secrets. These capabilities are gained by using data stored in a publicly accessible location such as a notice board. Moreover, with this facility one can detect cheating by comparing the hashed value of the reconstructed secret with the hashed value of the secret which is stored in the publicly accessible location. Furthermore, one can identify cheaters by checking the signatures of the messages sent during the reconstruction phase.

4.1.1 Requirements:-
There are four requirements for the general model for online secret sharing  of   multiple secrets.

1. Online: It must provide a method to update the scheme online.

2. Multiple secrets: It must provide a method to construct multiple secrets.

3. Detect cheating: It must provide a method to detect cheating when a participant  or a group of collaborating participants deliberately contributes incorrect shares to the protocol and prevents incorrect reconstruction of the secret.

4. Identify cheaters: It must provide a method to identify cheaters once  the   cheating has occurred.

4.1.2 Properties of Model:-
          We now describe the properties of the model which meet the above mentioned requirements.

1. The simplest example of a secret sharing scheme is where the key K is the exclusive-or of the shares Sx; x 2 X, held by the participants of an authorized subset X.

                            K =∑ x:Px Є X Sx.

for a set Y of participants by choosing K and the shares Sy arbitrarily and publishing a function f and a value TX for each authorised subset X µ Y where TX = K − f(∑ x:Px Є X Sx)

 2. When multiple secrets are to be shared, it is sufficient to have a different one-way function f for each key K.   However, this requires that the reconstruction protocol is such that the value ∑ x: Px Є X Sx does not become public in the reconstruction phase. This would be achieved, for example,  by  using  distributed computation subprotocol  in the reconstruction phase. 

3. The public notice board provides an efficient means for detecting cheating. A dealer publishes a hash of the secret key on the notice board which is then compared with the hash of the reconstructed secret key by each participant to detect cheating.

4. The identification of cheaters depends on having a method of verifying what each participant has contributed to the reconstruction of the secret. This can be achieved using digital signatures. Each participant signs the encapsulated share. If cheating is detected, then the dealer verifies the signatures of the encapsulated share sent during the reconstruction phase to identify cheaters.

4.1.4  The protocol:-
We present a model for online secret sharing scheme in which the participants of an authorised set compute the secret K by combining their encapsulated secret shares with a function f. In this way the participants will not reveal their secret shares during the process of recovering K. The protocol uses a publicly accessible location, e.g. a notice board, where the dealer can store non-forgeable information accessible to all participants. This location will, at least, indicate the number of participants n, the access structure ¡, and the function f for each authorized subset X of participants.

There are two versions of the protocol, according as the participants of an authorized set

(Version 1) perform calculation in sequence (each participant using the result of

his/her predecessor in his/her own calculation) or

(Version 2) perform independent calculations which are then combined in a final single calculation. Note that this protocol relies on globally agreed functions g and f.

4.1.5  Online multiple secret sharing:-

The protocol satisfies requirement 1 i.e. it is online. Indeed if the key is changed or new participants join the collection of authorised subsets then only the possible values TX need to be updated (after shares are chosen for the new participants).

In order to share multiple secrets Kh, one can replace f by a family F = { fh :h = 1; 2,….,w}of functions, so that different functions are employed for different secrets. An alternative method that enables reuse of the same shares Si and the same function f, is to ensure that each entry on the notice board has a fresh encapsulation function eh attached, e.g. K = g(TX; f(eh(S1,………., St))) for reconstruction method 1 and K = g(TX; f(eh(S1),…….., eh(St))) for reconstruction method 2. Whenever eh is changed, new values of TX are placed on the notice board. By the properties of the encapsulating function no information about the shares is revealed in the reconstruction of a secret. Hence the scheme may be used for multiple secret sharing and so the protocol satisfies requirement 2.

4.1.6 How cheating may occur:-
Note that almost all secret sharing schemes are vulnerable to cheating. For instance, an untrustworthy participant Pi may cheat by submitting a share S’i different than its own Si, but carefully computed such that pooling of shares provides other participants with no information about the secret K while allowing Pi to recover K. Whereas the reconstruction calculates a fake secret K’ (from the false share S’i), participant Pi can use K’ and Si to calculate the correct secret K.

4.1.7 How to detect cheating:-
We now describe a simple and general method for detecting cheating which applies to any online secret sharing scheme. In the initialisation phase of the scheme, the dealer D publishes h(K) on the notice board for every secret K that is being shared. Every participant, having reconstructed  the secret, say K’, can verify its validity by hashing it and comparing the resulting hashed value h(K’) with the value on the notice board. If the verification fails, then most probably cheating has occurred in the protocol and thus the computed secret is not correct. Thus the protocol satisfies requirement 3. This technique detects cheating but does not identify the cheater(s).

4.1.8 How to identify all cheaters:-

In the event of cheating having been detected by the method just described, the  participants in the authorised set X can appeal to the dealer D to help to discover the identity of the cheaters. Notice that the dealer will only be involved in arbitration after cheating has been detected, and will not need to be actively involved in the normal operation of the reconstruction phase of the scheme. If cheating is detected by the method described above, then every participant sends to the dealer the signed data strings they received during execution of the protocol and the hash of the key. There are two ways of identifying cheaters, the choice of which depends on the method used in the reconstruction phase.

5  Conclusion:-
                       In this paper we have explain briefly secret sharing cryptography ,then further proposed a general model for online secret sharing which makes it possible to detect cheating and identify all cheaters.We also introduced its requirements, its general properties,the preliminaries for it and the the protocol uses a publicly accessible location. Moreover, compared to previous schemes the new protocol does not rely on a ‘last participant’ who reconstructs the secret on behalf of a minimal trusted set of participants: we have diffused responsibility among all participants. Then further we present online multiple secret sharing which is so much beneficial.This paper also gives light on the facts that How cheating may occur? And How to detect cheating and how all the cheaters can be identified?

                        In general, one of the better  cryptographic technique is  secret sharing cryptography.
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