1. Introduction 

A  new  and  growing  technique  in  the  world  of  the  Internet  is  the  Peer-to-Peer architecture,  usually  referred  to  as P2P, in which  each  node  on  a  network  is assumed a peer for other connected nodes to have node-to-node data communication and resource sharing. As the number of Internet users is increasing and their knowledge of Internet resources is developing, a more powerful and convenient tool to communicate is in demand. The P2P technique may provide such a tool. 

1.1 The Problem 
Most of the traditional LAN (and later the Internet) architectures have been based on the client/server concept, in which one or more computers (servers) on the net are designated to serve the other computers (clients). Although this architecture is still being used widely, it cannot fully satisfy the requirements of communication between two objects on the Internet. Since a server must always be present in the client/server architecture and a client can only contact with the server, direct communication between two clients is difficult. However, direct communication is important for many applications. For example, a group of workers working on the same project may need a more “decentralized” communication environment,  in which  they may  better  share  each  other’s  resources,  help  (serve)  each other, and so on, without doing everything through a central server. P2P architecture is different from client/server architecture.  In P2P, users can communicate with, request help from, and serve each other without a central server. For many  applications,  P2P  is  more  suitable  and  more  efficient  than  the  client/server architecture. Hence, P2P architecture has started to be widely adopted by designers and developers.  The  number  of  programs  that  are  based  on  P2P  architecture  is  increasing because quite often users prefer to talk to each other more freely and to be less dependent on servers for resources and services. 

The P2P technology is still in its early developing stage. The current P2P systems cannot satisfy the growing needs for an advanced and powerful communication environment between any two nodes on the net. In the existing P2P systems users have to be responsible for finding resources by themselves and to decide the way in which a particular task can be done. That means that the quality and efficiency of communication and data sharing largely depends on users’ knowledge and their individual experience of P2P applications. 

1.2 Paper Objectives 

The goal of this paper is to overcome the limitations and deficiencies that exist in the current P2P systems. To do so, we developed a heuristic approach to achieve the goal. We apply Autonomous Agents as the main technology in developing an Advanced P2P Architecture, in which most of the characteristics of an ideal P2P have been considered. The Advanced P2P Architecture has the strengths of both virtual P2P and pure P2P.

The  following  are  the  major  objectives  of  the  Advanced  P2P  Architecture : 

· Designing  a  Peer  to  Peer  architecture  on  the  Internet  that  covers  most  of  the characteristics of an ideal P2P including: 

· Community of peers who have pure and direct data communication 

· Virtual server who united the peers to find each other 

· Dynamic switching between the two modes of Virtual and Pure P2P when it is needed to take advantages of both architectures in one system.

· Comprehensive Peer-to-Peer communication on the Internet Resources and services sharing among users 

· Giving a server-independent identity to the users on the Internet 

· Internet resource mapping 

· Implanting  efficient  and  Autonomous  Agents  into  Virtual  P2P  to  improve  P2P architecture with the following advanced features: 

· Auto-interacted agents to work and consult with each other in problem-solving 

· Agents who learn from the results of previous requests and conclude new results 

· Guided search 

· Agents who can do their job even when a user is not present 

· Locating resources and service by agents autonomously
1.3 Broad Overview of Paper
In Chapter 2, the important concepts of distributed systems and Internet communication, and the current technologies and techniques are discussed. Advantages and disadvantages of these techniques are mentioned as well. 

Later in Chapter 3, a heuristic design is presented. The desired features of the Advanced P2P Architecture are described and features of Autonomous Agents are discussed. 

Finally, in Chapter 4, the paper is concluded and the major contributions of this research are summarized. 

2.  Basic Building Blocks
2.1 Distributed systems and network architectures 

There are many different types of architectures for creating a distributed system but all can be defined in this classification: 

Client/Server 

· Single Sever 

· Multi-Servers 

Peer to Peer 

· Pure P2P 

· Virtual P2P (Combinational) 

· Advanced P2P 

2.2 The Traditional Architecture of Client/Server 
Most of the current applications on LANs and the Internet are based on the client/server architecture or Web server/Browser architecture. Advantages and disadvantages of this traditional architecture, in terms of resource sharing and communication, should be considered when designing a revised and advanced P2P model. 

The following are some of the salient features of the client/server architecture that an ideal P2P system should have: 

· A server is able to provide an updated list of connected users for each client. 

· Users who log into a particular server form a united community. 

· A server can monitor and filter (if needed) the communication of its users. 

· A  server  can  keep  the  transferring  data  temporarily  for  the  offline  users  (such as emails).

· A complete event recording can be performed through the entire P2P community by the Server. 

· Public task processing is possible (i.e. public messages or inquiries). 

· A  server  may  help  its  users  know  other  users  who  might  haven’t  met  each  other before. 

Systems, based on server/client or master/slave, suffer from some problems. The most obvious are:  

· Resources are limited to server resources. 

· Users (clients) are not aware of resources (and services) that are available on other clients’ computers. 

· Users cannot directly access the resources (and services) on other users’ computers. 
· A server usually has to keep a huge amount of data. 

· A busy server has to process a considerable number of jobs simultaneously and this may slow down services. 

· Users always have to talk only with the server and it is boring! 
2.3 Peer to Peer (P2P) Architecture
P2P architecture has been introduced as a solution for many of the current deficiencies in client/server-based applications. What is P2P architecture really? P2P is a new concept in Internet communications in which a node can act as a server for other  nodes  and  also  be  a  client  to use  other  nodes’  resources  and  services.  In a P2P architecture a computer connected to a network (or the Internet) can be a peer to another on the net. It uses and shares the latter’s resources and services and vice versa.  P2P  architecture  itself  can  be  designed  and  implemented  in  two  types,  Pure  P2P  and  Virtual  P2P.  In  pure  P2P,  two  peers communicate  with  each  other  directly  without  interference  of  a  third  party.  Pure P2P has the advantages of higher performance.  In Virtual P2P, peers communicate with each other through a transparent virtual server. It is easier  for  virtual  P2P  users  to  obtain  information  about  other  P2P  users  and  the resources/services within the user community. 

 In Figure 2-1, client/server and the two different types of P2P architectures are showed and compared. 
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                  Fig 2-1:    Different Architectures of Distributed System

P2P users can enjoy the following advantages: 

· A User can get informed of accessible (on line) users. 

· A user can use other user’s resources. 

· The number of servers is equal to the number of users. 

· All the data and resources, which are on the users’ computers, can be shared among them. 

· A  huge  amount  of  data  is  spilt  into  smaller  parts,  with  each  located  on  a  user’s computer. 

· Jobs  (services) may  be  performed  by  participating  peers  (users)  and  faster  services can be provided by parallel processing. 

· Users can directly interact with each other. 

Current deficiencies: 

However, the current P2P systems (e.g. Messengers and Gnutella) provide only small subsets of the desired functions. There is a lack of integrated and comprehensive access and communication. The following are the limitations of the current systems:   

· The current P2P systems usually work only based on a pure or virtual architecture and cannot support both modes in a united system. 

· The  identities  of  resources  and  services  available  to  peers  are  not  adequately transparent. 

· Resources and services have to be located and managed manually. 

· There is a lack of mechanism for cooperation among peers. 

· A peer is not able to activate a remote service. 

· Peers cannot run an application or edit a file on a remote host. 

· Peers are not able to update and promote their local information autonomously without presence of the users. 

· Searching a piece of information is limited (i.e. searching based on only file names). 

· Users decide to issue a command or do a task; hence decision is strongly dependent on users’ knowledge. 

As examples, common Messengers have been designed based on a virtual sever, which slows down the data communication. Gnutella uses pure broadcast and users have to find each other directly. Although they have provided some P2P features but they are not able to provide users with following advanced features:  

· Remote resource browsing 

· Remote printing 

· Remote device activation 

· Remote object processing 

· Global searching in files’ contents 

· Autonomous data updating 
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                                            Figure 2-2: Internet communication architectures.

2.4 P2P and Client/Server comparison 

In the following aspects, P2P and client/server architectures differ from each other: 

· In  a  P2P  system  communication  takes  place  between  two  peers  whereas  in  a client/server system, clients communicate only with the server. 

· P2P architecture treats all the nodes equally and grants them equal privileges but in client/server architecture, a server is a super node and other clients should follow its dominance. 

· Users in a client/server system can use server resources only but in a P2P system they can use other users’ resources as well. 

· The  quantity  of  information,  held  by  the  members  in  a  P2P  system  may  be  much bigger than that by a single server. 

· Because of parallel operations, more tasks can be processed by a P2P system than by a single server. 

· The waiting lists for using resources or services may be reduced in a P2P system. 

Pure P2P architecture 

If a system consists of equal nodes, all of which have same privilege of sharing other’s resources, the system is in pure P2P architecture. Not many systems are developed on this architecture. The reason is the limitation in the number of users who can participate in communication. The most important advantages of this architecture are security and high speed of data communication between the peers. “Check in-Check out” systems (e.g. a parking lot with two gates) are an example of this architecture.  

Virtual P2P architecture 

For  increasing  the  number  of  participating  users  and  incorporating  the  advantages  of servers,  a Virtual  Server  can  be  used  to  connect all  the  other  nodes  together while  the peers keep  their  server-independent  characteristic  in  sharing  information.  A v-server helps users obtain information about the other users and the resources/services they have easily. Resource sharing among a huge number of users is the unique characteristic of this architecture. Currently more and more P2P systems are built on this architecture. 

The current P2P software 

Because of the attractiveness of P2P design, a considerable number of data communication firms are promising P2P services to their customers. On the other hand, a fast, powerful and user friendly software is demanded by clients as well. The  following  are  some  of  the  most  famous  and  popular  software  based  on  the  P2P architecture: 

Napster  

Napster is one of the most controversial Internet projects in the recent years. Napster introduced the real concept of resource sharing and P2P architecture to the world for the first time. Napster  enabled  its  users  to  copy  and  share  music  and  songs  (MP3  files)  among themselves without  traditional  browsers. Although  it  has  been  banned  by  court  now because  of  the  copyright  problem  but  it  showed  the  power  of  direct  PC-to-PC connection to the world of Internet. The main strength, that brought a global reputation and success for this P2P software, was the use of Virtual Server for introducing the users to the each other. Peers, who had  not met  each  other  before,  may  have  resources  (MP3  files  in  this  case)  to  be shared. 

Gnutella 

Gnutella is another music sharing purpose software. It is similar to Napster but it doesn’t include a server and peer should find each other by themselves. In Gnutella, file transfer is not limited to only MP3 files. Users can download any type of file. The most obvious advantage of Gnutella, comparing with other P2P software, is that it has designed based on a pure (decentralized) P2P architecture, which means peers are communicating  directly  with  each  other  and  don’t  slowdown  the  other  peers’ communication (e.g. file transferring). Users can find each other by specifying the IP address of or URL of their peers. Each user can define a folder for sharing the files. Peers  are  able  to  do  a  search  on  the  remote  peer’s  or  peers’  files  and  download  the selected files.  By Gnutella a peer can connect to several peers at the same time and have a public search for a specific file or files. Event logging and file filtering are the other features of the Gnutella. The  biggest  disadvantage  of Gnutella  is  that  peers  do  not  sign  up with  a  server  to create a community which peer can  join without knowing other members. The peers should know each other before creating a group. That’s why Gnutella couldn’t get as popular as Napster could. New versions of Gnutella are aiming to overcome this issue.  

Instant Messaging 

Maybe  the most  popular  servers  on  the world  are  the  instant messaging  servers  like MSN, Yahoo messenger  or NetMeeting. These servers are small but very important aspects of P2P connection in the web. They powered users to have communication of instant text messages, PC to PC talking and video communication.  

E-Mail manager 

Today almost every body is aware of the importance of email services. Email is an old and popular feature of a P2P designed server with off line users. Email enables a user to  send  data  for  an  offline  user  connected  to  the web  and  the  data  are  saved  on  the server till recipient deletes it. Outlook  Express,  Netscape  messenger  are  the  famous  examples  of  this  kind  of software. 

2.5 Autonomous Agents 

There have been different definitions for an Autonomous Agent. A simple and almost comprehensive definition could be: 

 

In a system, ideally distributed component, if an object can react autonomously (without user’s  interference)  to  an  incoming  task  (problem)  from  another  object, makes  a wise decision and also can return proper results (solution), this object is called an Autonomous Agent. For  example,  assume  a  piece  of  software  is  responsible  for  finding  the  best  specific product  (like  a  digital  camera)  to  buy  from  the  Internet. This  entity  should  surf  all  the known  servers,  which  carry  information  related  to  that  kind  of  products  and  then according to its knowledge, decide which ones may be selected. Autonomous  Agent  is  a  new  concept  in  artificial  intelligence  systems,  which  can  be implemented desirably within P2P architecture. 

 2.6 What is an Agent? 

The agent technology is a new concept in distributed systems and artificial intelligent algorithms, which are have been used to implement intelligent networks. Agents may be autonomous and intelligent entities, which reside on nodes on a network, gets the problem from the users, discover resources and services, consult with each other, offer solutions  and  also  learn  from  past experience  and  update  their  knowledge  based  on  an autonomous conclusion. In  fact  agents  and  P2P concepts are closely related to each other: Agents may  help improve  a  P2P  system’s  functionality.  P2P may provide an environment in which abilities of agents are fully utilized.  

Autonomous agent is a crossing point in which AI (Artificial Intelligent) and Distributed System meets each other. Agents extend AI into the network and web. 

2.7 Characteristics of agents 

Based on the definition of an Autonomous Agent, the following characteristics should be considered in designing agents: 

· Agents perform their task autonomously. 

· Agents are knowledgeable about their jobs. 

· Agents make decision based on the available information. They are not driven directly by commands. 

· Agents may update their knowledge bases through experiences. 

· Agents may consult each other and work together in performing a job. 

· Agents’ behavior is independent of software and hardware platforms. 

· Agents break a “problem” into low-level “tasks” and offer a “solution”, compiled from the different “results”. 

· Agents find the data they need on a network based on autonomous approaches. 

2.8 Agent to Agent architecture 

In an Agent to Agent (A2A) environment, each node of the network can be a host of one or more agents. Each agent can have a point-to-point communication with other agents on the network. An A2A system is the advanced version of the Internet agent technology in which agents have  more  flexibility  and  efficiency  compared  with  the  ordinary  agents’  models.  The reason is that A2A systems are using all the advantages of a P2P environment. In  fact,  A2A  architecture  is  an  agent-based  model  designed  and  implemented  by advanced P2P features. An autonomous A2A design of a P2P system may overcome the limitations of the current P2P applications and improve the efficiency of the components. 

When  designing  Agent-to-Agent  architecture,  not  only  should  all  the  concept  of  P2P structure be considered but also modeling must be accomplished upon an “Autonomous Peer”, which can represent all the aspects and characteristics of an Autonomous Agent.  

3. Peer to Peer Architecture DESIGN
3.1 Advanced P2P

In fact, agent and P2P concepts are closely related to each other. Agents are able to improve functionality of a P2P system and also P2P architecture can be an environment in which abilities of agents are fully utilized. It can be claimed that agent technology is the crossing point where AI and distributed systems meet each other. Our possible solution to the current drawbacks of the P2P approach is to use agent technology. Autonomous Agents are capable of performing an Advanced (dynamic) P2P networking in which nodes (agents) behave intelligently (negotiate, learn, predict, cooperate and etc) somehow that P2P functions may be optimized.

We introduce a two-layer advanced P2P in which most of the functions of a real and ideal “Point to Point” structure are supported. The technology of the Autonomous Agents is used to create A2A (Agent to Agent) architecture to provide the desired functions. In other words, in this architecture, agents are peer for each other to complete their jobs and also they utilize P2P operations. In our design advanced P2P functions have been used as the first layer and the intelligent modules of the autonomous agents have been implemented as the second layer. The advanced P2P system takes the most advantage of the agent technology’s ability to utilize its performance and optimizes the users’ abilities. In an ideal P2P a peer should be able to share and use the resources on the other nodes as conveniently as possible. Also peers, which carry the agents, have to work in a group and cooperate intelligently (i.e. Agent Society) to be able to come up with the solutions to dynamic and complex problems. In advanced P2P, agents are residing on peers and almost take care of every thing. They receive a problem from the user (i.e. GUI/data file) or other agents, split the problem to smaller jobs, invoke necessary resources after negotiating with other agents (peers), send each job to the responsible agents and merge the sub-solution gathered from them to offer a final solution. 

Agents’ internal architecture consists of several modules; each is implemented and operated by some advanced P2P functions. For optimizing the performance and speed, the system is capable of smart (dynamic) switching between the pure and dynamic P2P architecture. Components of peer and virtual server in a basic virtual P2P environment are shown in Figure-3-1. Each node (i.e. computer) on the net can be a host for the v-server and several peers. V-server and peers communicate with each other through interfaces. Services are created when a peer employs a resource and publishes it on the P2P community.
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Figure 3-1: The Designed Basic P2P Architecture

3.2 Advanced P2P functions

P2P functions are performed by the system units that make node-to-node operations possible on a network (i.e. Peers community). Advanced P2P system units power the agents’ modules. Figure 3-2 indicates some of the concrete and ideal P2P functions for a peer.
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Figure 3-2: Concrete P2P Interaction

 In other words, the low-level building blocks of the advanced P2P architecture are system units. Some of units are on the virtual-server and some on peers. They perform the fundamental and primary tasks. Also for storing the data, the v-server and peers use some internal tables and buffers, which are located on the hosts. The P2P system units on the v-server, in term of their duties and usage, are: Peer centralizer, Job decentralizer, V-server access controller (Security) and V-server event recorder. The system units on peers are: Command processor, Communicator, Instant text messenger, Audio/Video communicator, Peer mail manager, Packets organizer and buffering, File downloader, File uploader, Remote object processor, Remote processor and activator, Remote resource browser, Command flagging, Local database, Peer event recorder, Peer access controller. Names of the system units are indicating the duties of each. Some of the advanced P2P features are depicted in Figure 3-3.
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Figure 3-3: Advanced P2P Features

3.3 Agent Design 

Autonomous Agents are used in our system to deal with the low-level system units and provide the high-level P2P functions. As mentioned earlier, the system units are low-level P2P features of the systems, which perform P2P operations. 

3.4 Requirements for autonomous agents 

The limitations of the current P2P systems are largely due to the lack of a mechanism for automated locating of remote resources and services. Although system units have been designed  to  provide  such  a  mechanism  and  other  needed  functions  for  advanced  P2P functions, but using the low-level system units is a difficult job for many P2P users. In  the system a Autonomous  Agent  to  deal  with  the  system  units  in  an autonomous way on behalf of users. In a sense, the agents work as an interface between P2P users and the low-level system units.  They call the system units based on users’ requests and their own knowledge. They free users from tedious jobs including direct invocation of the system units and manual locating remote resources and services. In a basic P2P system, peers can communicate in a pure or virtual P2P environment.  In the advanced P2P system, the peer programs are implemented as agents.  Agents are peers for each other and they have peer-to-peer relation in the agent community (an agent-to-agent environment). Agents enable the system dynamically work in a pure or virtual P2P mode whenever possible. This autonomous technique takes advantage of both modes. 

The dynamic changing of the system modes (Pure/Virtual) using autonomous agents can be described as below:  

· The agents contact the v-server mainly to know who are online and what resources/services are available. In this sense the architecture is a virtual P2P when they need the resources for the first time. 

·  An agent uses its local knowledge base and consults other agents for direct connections to other agents for resource/services. In this sense the system is pure P2P. 

· When an agent requests the required resources/services for the first time, it goes through v-server. Later for the same resource/service it obtains without the v-server.

Some aspects of the advanced P2P architecture are depicted in the Figure 3-4.Each agent itself is composed of modules that perform the agents’ tasks. 

Basic P2P 

-  Human monitors the events. 

-  Data is growing but knowledge is not. 

-  Communications are private. 

-  Resource finding is based on the name of the resources. 
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Agent based P2P 

-  User talks with the agents. 

-  Agents can acts on behalf of human user. 

-  Agents learn from the past. 

-  Agents work together and consult each other. 

-  Services are discovered based on their contents by a guided search. 
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                             Figure 3-4: Characteristics of basic and advanced P2P architectures.

3.5 Designing agent modules using P2P system units 

An agent has the following modules:  

· Consultant 

· Resource finder 

· Service manager 

· Object recognizer 

· Decision maker 

· Knowledge base 

· Inquiry base 

· Learner 

· User interface  

In the design, each agent module calls some system units to perform its tasks. In the following we list the agent modules and the system units they call. 

Inquiry base, Consultant and User interface modules 

The system units called:  Communicator, Text messenger, Audio/Video communicator and Mail manager 

Knowledge base and Learner modules 

The system units called: Local database and Event recorder 

Decision maker module 

The system units called: Command processor and Command flagging 

Resource finder and Object recognizer modules 
The system units called: Access controller (Security), File downloader, File uploader, Packets organizer, Decentralizer and Centralizer 

Service manger module 

The system units called: Remote object processor, Remote processor and device activator and Remote resource browser Figure 3-5 shows the relationship between P2P operations types, system units and agent modules. 
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                                          Figure 3-5: P2P system units and agent modules.

3.6 Agent modules 

Here are the detailed descriptions of the agent modules: 

3.6.1 Consultant 

This unit is designed to send information that other agents need. This means that other agents  can  send  their  inquiries  to  this  module  for  getting  results.  After receiving an inquiry, the consultant module processes it based on the local knowledge base and then sends the results to the requesting agent.  For providing more results to respond to an inquiry, an agent might require sending another inquiry to other agents as well (Figure 3-6). That means extracting the results may lead to a recursive search. As  mentioned  an  inquiry  can  be  a  request  for  a  service.  In this case the Consultant module  has  to provide  the  information  for using  the  resources  (services)  for  the agents who send the inquiries?  This information is obtained in part by the local “Resource finder” and the “Service manager” modules. 
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                                                   Figure 3-6: Consulting feature of agent

 3.6.2 Resource finder  

Resource is a file (data or program) or a device that is available on a host. When an agent needs a particular resource, such as a file or a printer, “Resource finder” discovers a match for the needed resource in the agent community. The resource can be located on the local host or on a remote host. The local resources are defined for the peer by the system administrator. 

Finding the remote resources is done by sending requests to the “Consultant” units on the remote agents.  In  the  remote  agents,  Consultant  unit  forwards  the  inquiries  of  the resource requesting  to the Resource  finder on the  same  (remote) host. After  identifying the  resource,  the  specification  of  the  resource  provided  by  the  corresponding  “Service manager”  (hosting  the  resource)  is  sent back as  the  results  to the  requesting agent. The information  about  the  available  resources  is  stored  on  the  agents  and  on  the  v-server 

(Figure 3-7). 

[image: image10.png]Other groups.

Search -
procedure | =
- T Grow
Agent | V-server |
=
T i
Ll
Knowledge base  Agents’ services DB
ffer group members'

b) Resource locating service information




                       Figure 3-7: Resource finder feature of agent

 3.6.3 Service manager 

Service means using and sharing resources. “Service manager” provides the requirements for using the available resources on the “local” host by the local or remote agent. It gets the specifications (i.e. hosting agent and type) of an available resource provided by the “Resource finder” and then specifies how the local or remote agent can share and use the local service. To specify a service this module should determine:  

· The duration of using the resource 

· The time of starting and ending of the service 

· The agents who use the service 

For example  if  a  file  is  supposed  to be used  by  a  remote agent  for editing,  the  service manager  sends  the  file  specifications  (name  and  location)  to  the requesting  agent  and locks the local file as read only for using of the other agents. Also it starts a timer to limit the time of editing the file by the remote agent. After editing the file, the Service manager unlocks the file.  In other words, service manager schedules and serializes the services before being used. 

3.6.4 Object recognizer 
After  the  discovery  of  the  required  resources  and  services  by  the  “Resource  finder” module,  characteristics  and  specifications  of  the  resource  (remote  object)  should  be verified and determined by the “Object recognizer”. These specifications are: 

· Type of the resource or object (e.g. File, Printer and etc) 

· Is the resource ready to service or not? 

· The time and duration of using the resources 

· The host containing the resource 

· Is the resource downloadable or not? 

· How many agents are using the service? 

· Detailed specifications such as file size or printer type 

· “Resource finder” and “Object recognizer” modules are complementary to each other. 

· “Resource  finder”  finds  the  resources  on  the  P2P  community  and  “Object  recognizer” obtains the specifications of the services. 

3.6.5 Decision maker 

“Decision-maker” module  is  the  central  part  of  an  agent  and  center  of  the  operations. Also it is an entrance for the local and remote commands. All the local commands and incoming  data  should  be  processed  by  this  unit  and  then  sent  to  proper  modules. “Decision maker” itself calls other modules such as “Resource finder”, “Consultant” and “Object recognizer” to make a right decision for a specific problem. 

After receiving a command, the Decision maker modules determine: 

· Which module(s) should process the command? 

· Which resources are needed for processing the commands? 

· Which remote agents should contact with? 

· Which commands should be sent to the remote agents? 

3.6.6 Knowledge base 

This module  is  responsible  for  storing and  retrieving  information  to and  from  the  local database, which  carry  the  agent  related  data  on  the  local  host  (computer).  In fact the knowledge base module manages the local database system unit. A local database can be a text file or a formatted database file.  There  is  no  limitation  about  the  type  of  the  information  an  agent  can  carry  as  its knowledge.  The  information  about  resources  is  part  of  the  knowledge  kept  by  this module. 
The structure of a knowledge-base file includes the following: 

· Type of knowledge: 

· Question 

· Problem 

· Pure data 

· Solution 

· Reference 

· Field of information (e.g. Science, engineering and etc) 

· Source of knowledge 

· Recipients 

· Date of storage 

· Expiration date 

· Link for reference 

· Other agent’s knowledge 

·  Agent specification (i.e. name and group) 

·  Field of knowledge 
· Status of knowledge 

· Active 

· Inactive 

· Pending 

· Complete 

· Incomplete 

· Growing 

3.6.7 Inquiry base 

Inquiry  base  is  a  module  that manages  the  local  inquiries  to  be  processed  by  remote agents. It works according to the local and remote knowledge bases. After a user or the “Decision maker” module issues an inquiry to the inquiry base unit, first the inquiry is searched in the local knowledge base for a local match because there might be some local knowledge  about  the  requested  information  (inquiry)  and  then  it  is  sent  to  the  related remote agents to get the remote results.  After getting the local results from its own database (using the “Knowledgebase” and “Decision maker” modules) each remote agent returns the matched results as a part of the solution to the source agent. An inquiry can be performed in a private (Agent-to-Agent) or a public (Agent-to-Community) mode. 

An agent community is a group of the agents who work together. An agent community may consist of working groups in which agents have common interests. Also the inquiry base module can perform a “Guided search”. In this method, search area is restricted to the working groups, subsets of the agent community. The key search is forwarded and directed by successful matches. In other words, a key search is searched in a  working  group  whose  field  of  activities  is  related  to  key  search  (e.g. engineering group). If there is a match between the key search and a piece of knowledge in that group and  the  agent  containing  the  knowledge  is  a  member  of  other  groups  then  search  is directed to the second group as the second level of the search and so on. In this way other matches can be found as well. 

Figure 3-8 shows an example of the guided search. A “Group inquiry” means an inquiry that has been taken place in a specific group (e.g. Group “A”).  Agent “A” sends an inquiry to each of the agents in the working group “A”. After  founding a match  in  the agent ”D”, the search is directed to another group “B” since agent “D” is a member of the two  groups.  Similarly  agent  “D”  sends  inquiries  to  other members  in  that  group  for  a possible match. The results of matches in agent “E” and “D” are returned to the agent “A” as the final answers for the original inquiry. 
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                                        Figure 3-8: Guided search and problem solving by agents.

Results of inquiries have to be forwarded to the “Decision maker” unit to be processed and to be sent to the proper units. An inquiry can be a request for leasing a resource (service).  In this case the request is forwarded to the “Service manager” to prepare the service for the agent. 

3.6.8 Learner module 

Learner module is a module for processing the results acquired from the inquiries. It adds the useful part of the results to the agent’s “knowledge base”. After receiving the results of the inquiries, “Learner maker” examines whether the new data (results) should be added to the local database?  If  so,  the  data  is  categorized  and  inserted  to  the  local knowledge base. That means Learner updates local knowledge base upon the inquiries. This routine prevents iterative remote searching and processing.  In the other words, an agent asks a question from other agents only once (Figure 3-9). 
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Figure 3-9: Learner Module of agent

“Learner” always checks for newer solutions and updates its knowledge base according to the latest results obtained from inquiries and overwrites the old results. For example if an  identical  inquiry  for a key  search  is  issued twice to a specific remote agent then the older results, produced by the first inquiry, are overwritten by the newer ones. Another responsibility of the “Learner” module is conclusion from the past.  Inference and reasoning from the results of inquiries leads to optimization of the operations because it reduces the repeated processing (e.g. searching data) and improves efficiency of the system functions.  “Inference” is performed by a method named “Successful-inquiry probability evaluation” which has been developed in this paper. In  this  method  the  specification  of  inquires  are  recorded  for  each  searching  subject, defined by the local user, in a table named “Inquiries statistic” that is a part of the learner module. The specifications include: 

· The agent, which has returned the results 

· Success or failure of the inquiries 

This table holds the specifications only for a specific number of the searches (i.e. N=10 searches). That means the newer inquiries overwrite the oldest ones on the table (FIFO algorithm). The history of the inquiries shows how many times an inquiry for a specific “subject” and a “destination” has been successful.  Using  the  number  of  successful searches (inquires) and the total number of attempts, the probability of the next successful search can be estimated and then the ranking of the destinations (other agents) to try  is calculated  in  terms  of  the  chance  of  a  successful search  on  a  subject. The formula for calculation of the probability is: 

Probability of next successful search = (K + 1) / (N + 2)
Where: 

      K = the number of successful attempts (searches) and  

      N = the number of total attempts 

Ranking helps the “searcher” (inquiry base) know which remote databases (agent) should be searched first next time. In other words, ranking shows the sequences of the destinations for the next search (inquiry). That means for getting faster results the Inquiry module has to retrieve these tables, before sending the inquiries, to decide which remote agents should be targeted first for sending the inquiries. According  to  the  description  of  “Inquiries  statistic  table”,  the  number  of  the  tables  is equal to number of the desired subjects. The subjects are defined by the users when an inquiry is issued. That means each inquiry can carry a subject as the attachment. The default subject is “General”. A registered subject can be edited by the users later. 

The inference sub-module is responsible for producing these tables and they are stored as part of the agent’s information in local knowledgebase about the other agents. The tables are  created  and  deleted  according  to  the  defining  and  removing  the  topics  by  the  local user and they are updated dynamically each time an inquiry is issued. An example of the “Inquiries static table” is mentioned in the table 1. 

[image: image13.png]Fomers d5B s | AgSRTA | AGRRTE | AGenT
No.of atempts for subjoct -5’

T e R
e P | Fare | S
SewehneT Sisosee | Sucsees | et
Siceees e B
e s T I I
Crentranking z 3 T





          Table 1: Inquiries statistics table and Successful-inquiry probability evaluation method.

3.7 User interface 

Although agents are autonomous entities but a human as user can use all the features of the agent directly and even can change the local settings such as the mode of inquiry (i.e. private, public) or the peer (remote) agent. Mode of inquiry specifies type of the sending the request in terms of the destinations.  It  can  be  private  that means  P2P  or  it  can  be public that is Peer-to-community. Peer agent is the agent that the local agent is talking to. Through the “User interface” module, a human user can inform the agent about his or her problem  and  get  informed  about  the  solution  provided  by  the  agent.  Also  using  the interface,  users  are  able  to  interact  with  the  local  and  remote  agents  (i.e. agent community) and the other human users. 

After connecting (logging in) to the agent community, human user can leave the agent. The agent can monitor the local resources and communicate with other agents on behalf of the user. 

3.8 Agent architecture 

 In Figure 3-10, the architecture of an agent and a virtual server has been shown and relations among the modules are described. 
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                                             Figure 3-10: Agent and V-Server internal architectures.

3.9 Agent Community 

To  enhance  the  agents’  ability  of  communication  and  knowledge  transfer,  an  “Agent community” may be created based on the common interests of the agents and their roles, which can be defined in specific working groups. In each group agents can consult with each other and find the resources they need in a desired community. 

3.10 Working groups of agents 

For classifying the agents and their expertise, and also creating the specialized societies, groups can be defined based on the following factors:  
· Agents’ expertise 

· Physical location of the Agents 

· User defined membership  

· Common interests 

Group  specification  is  verified  by  the  v-server  when  an  agent  is  connecting  to  the community. This specification is kept along with the internal host information (i.e.  IP address  and  computer  name)  in  the  “Agents  information”  table  on  the  v-server.  Each agent can be a member of one or more group(s). 

Grouping the agents has the following advantages: 

· Specific problem is processed by the expert agents. 

· An agent can easily find its partner (peer). 

· Resources can be traced well in a group. 

· Privileges of using services can be defined based on the groups. 

· A huge number of agents can be organized by splitting to the groups. 

· An agent, who is a member of two groups, can connect the two societies together. 

3.11 Communication Language 

For communication between two agents, a common language should be used, by which an agent can communicate with other members in the community. The communication language consists of a set of predefined commands, which are accepted by the agents and covers all communication needs, including requests and solutions. 

An  example  of  an  agent-based  communication  language  is KQML (Knowledge Query Manipulating  Language),  which  is  used  by  some  of  the  expert  systems.  In this project based on the internal characteristics of the agents and the P2P environment, the “Commands table” described in “Command flagging” module has been designed as the communication language of the agents. As unification with other agent based systems, an extension to the internal language can be considered. 

 3.12 Agent-based system design 

An agent-based system (agent community) has the following characteristic (Figure 3-11): 

· System Components: Agents and resources 

· Architecture: One-to-All and All-to-One (Agent-to-Agent) 

· Deployment: One or more agents on each host 

· System input: Jobs (problems) 

· Problem definition and algorithm for solution: set by administrator 

In an agent-based system, a system administrator must: 

· Define the problems to solve for the agent 

· Determine the algorithm of the solutions 

· Define the device connected to the host for the agent 

· Define the services that are available  
· Determine which resources and services are needed 

An agent can process the above setting for a problem and autonomously create a solution in following steps: 

· Splitting a problem into the tasks, that can be processed by the specified agents in the system. 

· Splitting a task to the low level functions to be executed by the agent’s modules Locating the resources (hosting agent) 

· Locating the services 

· Getting necessary information needed for accomplishing the job, by sending the inquiries and saving the results.
· Sending the tasks (sets of commands and data) to the responsible agents 
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                                                    Figure 3-11: An agent-based system design

Example: 

An  “Auto-service”  system  can  be  implemented  by  the  advance  P2P  architecture  as  a practical example of an  agent-base  system. The main job of the system is to find the proper “parts” and “service” for the broken cars. The parts and services may be located in the different places (e.g. different cities). It provides a final list of the impaired cars with the designated parts and services.  In addition, the needed parts and services can be ordered and shipped after the designation (Figure 3-12). 

Diagnosis  of  the  damaged  cars  (which  parts  and  services  are  needed  for  a  car)  is performed in the main agent. Locating the available resources and providing a final list of repair specifications are achieved by cooperating with other agents.   

In this system, a list of the impaired cars is processed by the main agent. The main agent determines: 

· Which parts should be ordered and by who? 

· Which services are needed and who can do these services? 

For this purpose:  

The inquiries indicating needed resources (i.e. auto part and service) are sent to all the agents in the system. According to the results of inquiries returning from the agents, the lists of needed parts and services have to be sent to the responsible agents (i.e. auto parts and auto repair agents). The list of parts is verified by a related agent (i.e. auto parts provider) and a list of ordered parts is sent to the “shipment” agent to issue a request for shipping the parts.  Then specifications of the shipping parts (e.g. dates of the orders) are added to the list of the parts and sent back to the main agent. So the main agent is informed about the specifications of shipments as well. 

The “auto repair” agent processes the list of the needed services and determines which services (repairs) can be done by this agent. Again similar to the parts agent, a shipment order has to be sent to the correspondent agent (shipment) and an updated list of needed services has to be sent back to the main agent. 

 Main agent after receiving the updated lists (parts and services) creates a merged list named “Repair specifications” that contains all the information about fixing the impaired cars.  This  list  is  saved  on  the  local  agent  as  a  solution  for  the problem. 
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                                        Figure 3-12: An auto service agent-based system

4. Summary, Conclusion and Future Scope
4.1 System Functions and Characteristics 

 In the Advanced P2P Architecture most of the characteristics of an ideal Peer-to-Peer environment have been included. Advanced features have been incorporated to improve the Internet communication and resource sharing. 

 The advanced P2P functions and features enabled by this work include:  

· Incorporation of the P2P features 

· Remote data processing 

· Locating and sharing the resources 

· Guided search 

· Refining results 

· Wide area data processing 

· Remotely activating, deactivating and controlling the devices 

The characteristics of the advanced P2P architecture are:  

· Agents’ technology as a solution to overcome the current limitations 

In the current distributed systems, there is a lack of automated and dynamic resource and service locating. The advanced P2P architecture, using autonomous agents, helps peer consults with others to find a global solution for a local problem.  

· Autonomous reaction versus human interference 

Autonomous  agents  are  able  to  decide  on  behalf  of  the  user when  facing  an  incoming task. This enables a faster and more accurate reaction in solving problems. Sometimes, the autonomous reaction eliminates the requirements that human users must be present. That means saving time and energy for human users.  

· More knowledgeable software to serve novice users 

An ideal agent is a knowledgeable program with advanced abilities, which enables non expert users to do high level and more complicated operations. 

· Learning from the past and growing knowledge 

Agents  can  add  new  information, which  obtained  from  the  result  of  inquiries,  to  their current  knowledge.  This  causes  agents  to  learn  about  what  they  received  from  other agents and to extend their current  information about the problems and  solutions. It also prevents redundant inquiries and searching.  

· Reasoning and inference 

The designed agent in this work is able to conclude from the current knowledge acquired by inquiries and learning.  Inference improves the efficiency of the operations. It saves processing  time  sensibly  since  it  directs  operations  by  an  autonomous  algorithm  (i.e. calculating the success probability of data search in each database).  

· Hiding low level operations 

Agents  can  decide which  low  level  commands  (commands which  do  certain  jobs,  like sending a message, copying  a  file and etc)  should be executed  to perform a  high  level operation; such as helping a user calculate the budget for a company. In this way user can get rid of doing low level and usually redundant operations.  

· Problem and solution instead of task and process 

In an Advanced P2P Architecture, agent can offer a solution, a set of results created by inquiries, for the user’s problems, which consist of a group of low level tasks. 

· Group consultation and cooperation for helping a member 

Since  agents work  and  consult with  each  other, working  groups,  defined  based  on  the different  expertise,  are  able  to  help  an  agent  in  its  job. That means a problem can be solved by several agents with different knowledge, which may be complement for each other. 

· Splitting the data and parallel processing 

In a work group (Agent Community) a problem may be split to several smaller tasks and be processed by several agents in same time.  This kind of splitting data and parallel processing provides a faster and better service for each agent. 

· Centralized signing up and decentralized processing 

For  taking  advantage  of  the  useful  characteristics  of  client/server  architecture  and  also using  the  advanced P2P  features  and  its  high  performance,  peers  are  to  be  logged  in  a “Virtual  server”  to  register  and  get  informed  of  the  other  peers  while  all  the  time consuming operations, such as file transferring are done by a pure P2P connection. This process is performed dynamically and P2P architecture changes whenever it is needed. 

4.2 Conclusions

 A P2P system is developed which has provided advanced P2P features. The limitations of the existing systems have been overcome to different extents. The system provides most of the functions an ideal P2P system should have. The system has the advantages of both virtual P2P and pure P2P. 

The  technology  of  the Autonomous Agents  is  first  time  used with  P2P  to  improve  the functionality  of  a  P2P  architecture. The paper reveals that the two technologies are suited to each other well. The autonomous agent technology may significantly improve a P2P  system  and  the  P2P  technology  may  provide  an  appropriate  environment  for Autonomous Agents to perform their abilities. 

4.3 Future Scope

The further steps in improving the P2P architecture could be: 

· Using an universal language for the Internet communication 

In an ideal case agents should talk with each other in a common and design-independent language.  For  communicating  between  the  agents  of  different  systems  a  universal  and standard  language  (e.g.  KQML)  might be used.  In this way two differently designed agents can talk to each other.  

· Reducing the system layers  

As  it  was  mentioned  earlier  for  implementing  the  Advanced  P2P  several  layers  are involved. The system performance may be improved with reducing the number of the layers, which are located between user and the Internet. 

· Independent implementation  

Although implementation always relies on a specific environment or software, but a better implementation is the one, which has less independence to the software, complementary tools and hardware as well. Implementation of Agent-to-Agent environment ideally shouldn’t be limited to the features of a specific software or hardware.  
· Universal agents  

In a  further step an agent, who should be able to do its duties  freely  in a point-to-point environment, may be designed somehow that can be implemented by different distributed technologies  and  be  able  to  work  together  no  matter  of  specification  of  the  host’s software. 

· Particular purpose and professional agents  

Advanced P2P architecture is an almost general-purpose design, which can be used for different goals. A  particular-propose  version  of  the  design  can  be  derived  based  on  a specific need such as air traffic control or optimization. 
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