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                                                                 Network Security

Abstract:

This paper helps to know the networking concept, by explaining the concepts. Some history of networking is included, as well as an introduction to TCP/IP and internetworking. It goes on to consider risk management; network threats and more special-purpose secure networking devices. It also explains cryptography, types of cryptography and their advantages. Some advantages and disadvantages of different types of cryptography are also included. It also explains how cryptography is closely tied with network security and the RSA algorithm. It also explains PKCS cryptography and different types of PKCS cryptography used in network security. 

Introduction to Networking:

What is a Network?

A ``network'' has been defined as ``any set of interlinking lines resembling a net, a network of roads or an interconnected system, a network of alliances.'' A computer network is simply a system of interconnected computers. They may be connected in a number of ways.

	Figure 3: A Simple Local Area Network

	


The ISO/OSI Reference Model:

The International Standards Organization (ISO) Open Systems Interconnect (OSI) Reference Model defines seven layers of communications types, and the interfaces among them. Each layer depends on the services provided by the layer below it, all the way down to the physical network hardware, such as the computer's network interface card, and the wires that connect the cards together.

	Figure 1: The ISO/OSI Reference Model
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Some Popular Networks:

The two main networks are UCCP and Internet, both of which are “public” networks. Anyone can connect to either of these networks, or they can use types of networks to connect their own hosts (computers) together, without

connecting to the public networks.

	Figure 2: A Sample UUCP Network
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UUCP, like any other application, has security tradeoffs. Some strong points for its security is that it is fairly limited in what it can do, and it's therefore more difficult to trick into doing something it shouldn't. It isn't possible for someone on host E to directly make contact with host B, and take advantage of that connection to do something naughty.

The Internet

What is the Internet?

The Internet is the world's largest network of networks. When you want to access the resources offered by the Internet, you don't really connect to the Internet; you connect to a network that is eventually connected to the Internet backbone, a network of extremely fast (and incredibly overloaded!) network components.

	Figure 4: A Wider View of Internet-connected Networks
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Types And Sources Of Network Threats

Denial-of-Service

DoS (Denial-of-Service) attacks

The premise of a DoS attack is simple: send more requests to the machine than it can handle. If the host is able to answer 20 requests per second, and the attacker is sending 50 per second, obviously the host will be unable to service all of the attacker's requests.

Unauthorized Access

``Unauthorized access'' is a very high-level term that refers to a number of different sorts of attacks. The goal of these attacks is to access some resource that your machine should not provide the attacker. 

Executing Commands Illicitly

An attacker might wish to make configuration changes to a host (perhaps changing its IP address, putting a start-up script in place to cause the machine to shut down every time it's started or something similar). In this case, the attacker will need to gain administrator privileges on the host.

Confidentiality Breaches

There is certain information that could be quite damaging if it fell into the hands of a competitor, an enemy, or the public. In these cases, it's possible that compromise of a normal user's account on the machine can be enough to cause damage.

Destructive Behavior

Among the destructive sorts of break-ins and attacks, there are two major categories.

Data Diddling.

The data diddler is likely the worst sort, who is toying with the numbers in your spreadsheets or changing the dates in your projections and plans

Data Destruction.

Some of those perpetrate attacks are simply twisted jerks who like to delete things. In these cases, the impact is on your computing capability.

Where Do They Come From?

This includes Internet connections, dial-up modems, and even physical access.

What is cryptography?

The word “cryptography” is derived from Greek, which means “secret writing”. The advanced technology

has enabled business and individuals to transfer information at a very low cost via public networks such as 

the Internet at the cost of exposing the data transmitted over such a medium. Cryptography can help us to

make sure that sensitive data is transferred from one point to another in a secure manner over public networks by making messages unintelligible to all but the intended recipient. Encryption refers to the transformation of data in “plaintext” form into a form called “cipher-text”, which makes it almost impossible to read without the knowledge of a “key”, which can be used to reverse this transformation. The recovery of plaintext from the cipher-text requires the key, and this recovery process is known as decryption. 

 Types of cryptography

There are two types of cryptographic algorithms: secret key cryptography and public key cryptography.

Secret key Cryptography

This cryptosystem uses the same key for both encryption and decryption. This is also known as “symmetric” cryptography. Both the sender and the receiver need to have the same key in order to communicate successfully.

Examples: DES, 3-DES, RC4, RC5, etc.

Advantages of secret key cryptography are

(i) Very fast when compared to public key cryptography

(ii) The cipher-text is compact

Disadvantages

The disadvantages of the secret key cryptography are:

(i) Administration of the keys can become extremely complicated.

(ii) Large numbers of keys are needed for communicating 

 (iii)There is a possibility of interception by hackers. 

Public key cryptography

The crypto-system uses one key for encryption and another key for decryption. This is also known as “asymmetric” cryptography. Each user has two keys – one public key, which is revealed to all users, and one private key, which remain secret. The private key and the public key are mathematically linked. Encryption is performed with the public key and decryption is performed with the private key.

Examples: RSA, Elliptic curve cryptography (ECC).

Basics of e-security

Cryptography is also closely tied to security. Public key cryptography is heavily used for digital authentication purposes i.e., assuring that communication are from a particular group. It is meaningless to encrypt data if the other group cannot be authenticated. Thus, strong authentication is becoming a necessity.

Achieving Authentication and confidentiality

A good way to achieve confidentiality and authentication is through the use of cryptography. All cryptographic algorithms are good for establishing secure and confidential communications.

Each is based on solving “hard” mathematical problems. The RSA public key cryptosystem is good for achieving authentication. The RSA algorithm is based on two large numbers multiplied together to produce a public and a private key. Trying to solve this equation without the knowledge of the “key“comes only after great mathematical and computational expense. Because the strength of RSA lays in the fact that it is difficult to factor 1, without the correct keys. Therefore, the foundation of public key cryptography is the 

Public/private key exchange, the public key is used to encrypt and the private key pair is used to decrypt, the message becomes decipherable to the receiver.

The RSA algorithm

The RSA algorithm works as follows: take two large primes, p and q, and compute their product n = pq; where n is called the modulus. Choose a number, e, less than n and relatively prime to (p-1)(q-1), which means e and (p-1)(q-1) have no common factors except 1. Find another number d such that (ed-1) is divisible by (p-1)(q-1). The values e and d are called public and private exponents, respectively. The public key is the pair (n, e); the private key is (n, d). The factors p and q may be destroyed or kept with the private key. It is difficult to obtain the private key d from the public key (n, e). However, if one could factor into p and q, then one could obtain the private key d. 

INTRODUCTION TO PKCS:

The wide acceptance of Public Key Cryptography requires applications developed by different 

vendors to interoperate seamlessly. The vendors adhere to the standard formats strictly.In the crypto 

world, PKCS is ubiquitous. These standards are used everywhere in the e-security realm. Any 

application developer choosing to implement security into his/her application would stumble upon these 

 standards at some  point of time. Applications ranging from web browsers to secure email clients depend 

on the PKCS standards to interoperate with one another. PKCS only describes the syntax for messages

 in an abstract manner giving complete details about the algorithms. PKCS does not specify the 

representation format for 

the messages.
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Standard

Description

The RSA encryption standard. This standard defines mechanisms for encrypting and signing data using the RSA

PKCS # 1
= Public Key System.

PKCS # 3 The Diffie-Hellman key-agreement standard. This defines the Diffie-Hellman key agreement protocol.

LA The password-based encryption standard (PBE). This describes a method to generate a Secret Key based on a
password.

PKCS # 6 | The extended-certificate syntax standard. This is currently being phased out in favor of X509 v3.

e The cryptographic message syntax standard. This defines a generic syntax for messages which have cryptography
applied to it.

PKCS # 8 The private-key information syntax standard. This defines a method to store Private Key Information.

PKCS # 9 This defines selected attribute types for use in other PKCS standards.

PKCS # 10 | The certification request syntax standard. This describes a syntax for certification requests.

pkcs # 11| The cryptographic foken interface standard. This defines a technology independent programming interface for
cryptographic devices such as smart cards.

pKCS # 12 | The personal information exchange syntax standard. This describes a portable format for storage and
transportation of user private keys, certificates etc.

pKCs # 13 | The elliptic curve cryptography standard. This describes mechanisms fo encrypt and sign data using elliptic curve
cryptography.

PKCS # 14 [ This covers pseudo random number generation (PRNG). This is currently under active development.

PKCS # 15 | The cryptographic foken information format standard. This describes a standard for the format of cryptographic

credentials stored on cryptographic tokens.

Note: PKCS #2 and #4 do not exist anymore because they have been incorporated into PKCS #1.





What has been standardized?

The two things that are standardized in PKCS are “Message Syntax” and “Specific Algorithms”. 

Public Key Cryptography is typically used for the following purposes.

Digital Certificates:

A “Certification Authority” signs a “special message” which contains the name of a user and the user’s 

public key in such a way that “anyone” can verify that the “special message” was signed only the

 by the “Certification Authority” and as a result trust the user’s public key. This “special message” is 

termed as a certificate request and it is digitally signed using a “signature algorithm”.

Key Agreement:

Two “communicating parties” agree upon a secret key by exchanging messages without any prior agreements. Typically this consists of a two-phase key agreement algorithm. One party initiates the key agreement and this triggers the “first phase” of the key agreement after which both parties exchange the results of the first phase. After this, both parties initiate the “second phase” of the key agreement and as a result both parties arrive at the same secret key.

PASSWORD BASED ENCRYPTION:

Why do we need password-based encryption?

Some users want to encrypt and decrypt their files with an easy to remember password (key) and at the same time be confident that their files are secure from prowling eyes. Public key encryption requires the secure storage of the private key. The loss or compromise of the private key can be disastrous to the user. Password Based Encryption (PBE) was designed to solve problems of the kind described above A PBE algorithm generates a secret key based on a password, which will be provided by the end user. Currently there are two standards (PKCS # 5 and # 12) that define how a password can be used to generate a symmetric key. A good PBE algorithm will also mix in a random number called the salt along with the password to create the key. Without a salt, the hacker can perform a brute force search for the key-space with relative ease. PBE is typically used in systems such as local file encryption tools, which are used to ensure data confidentiality. They are also used as a mechanism to protect the user’s private key store (such as the PKCS # 8 based protections of private keys). User prompted passwords are typically either a subset of ASCII or UTF-8 for purposes on interoperability. It should be noted that UTE-8 is a superset of ASCII.

Why do we need a salt?

The salt is a value that can thwart dictionary attacks or pre-computation attacks. An attacker can easily pre-compute the digests of thousands of possible passwords and create a “dictionary” of likely keys. Recall the fact that when you perform the digest, changing input data even a little changes the resulting digest. By digesting the password with a salt, the attacker’s dicrionary is rendered useless. The attacker will need to search through passwords for each value of the salt. Alternatively, the attacker has to wait until a password operation is performed and the salt used in that particular operation is captured. Because the salt is random in nature, it is highly unlikely that the same salt will be used for the next encryption process thus limiting the attackers further. The salt is not a secret value. So, it can be transmitted along with the cipher-text to the receiver or via out-of-band transmission methods. 
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PSEUDO RANDOM NUMBER GENERATORS:

Cryptographically strong random number generators are a critical component of any good application that uses cryptography. The strength of the encryption keys depends very much on the random numbers. Ciphers such as DES, RC4, RC5 etc. all require a randomly selected encryption or decryption key. A security protocol is considered secure based on the assumption that the attackers do not have knowledge of the decryption key and cannot determine the decryption key easily by other procedures. Attackers and hackers usually prefer to attack the random number generators rather than the computationally expensive attack on the cryptosystem itself. They can be obtained from unpredictable phenomena such as electrical and thermal noise from semiconductors, radioactive decay, etc. Access to these sources is next to impossible for software applications. Computers are logical and deterministic by nature and thus are not considered a good source for true random numbers. Software based random number generators can generate pseudo-random numbers at the best and are therefore aptly called Pseudo Random Number Generators (PRNGs).

DIGITAL SIGNATURES AND DIGITAL ENVELOPES:

How these are used to secure your emails, make safe credit card transaction  

Security protocols such as SET and S/MIME are based on the concept of digital signatures and digital envelopes. SET has been designed carefully to prevent the merchant from viewing the cardholder’s credit card number Cardholders who use SET put their card numbers in an envelope that can be opened only by the card-processing center, not the merchant. The S/MIME protocol uses digital envelopes and signatures to ensure the authenticity, privacy, and integrity of email. Newer messaging frameworks implementing P2P, B2B and B2C also use these concepts in a big way.

With digital signatures, we can make sure that we authenticate the sender and ensure the integrity of the data as it travels over the public network. Digital signatures do not give the user data privacy. This can be addressed by using digital signatures in conjunction with digital envelopes.


[image: image6.png]The Process used to verify a Digital Signature




Digital Envelopes:

The “sender” seals the “message” such that only the “receiver” can open the sealed message. The message is encrypted with a secret key and the secret key is encrypted using the receiver’s public key. With digital signatures the data is transmitted in the clear. This is not acceptable for certain systems, which transmit and receive extremely sensitive data. It is therefore critical that we somehow ensure that the data transmitted over the network is private (data privacy). Digital Envelopes can address this requirement by using both symmetric and asymmetric encryption algorithms. Digital envelopes use a one-time, symmetric Data Encryption Key (DEK or a Session Key) for bulk data encryption. The symmetric DEK has to be able to decrypt the encrypted data. The DEK is transported to the receiver after encrypting it with the Receiver’s Public Key. The DEK is used only once for transmitting that particular message. To be able to create the digital envelope, the sender only needs access to the receiver’s public key  The sender needs to somehow transmit this information to the user using some out of band methods.  In band methods cannot be used because the received data is strongly encrypted. Simple digital envelopes ensure the privacy of data but do not ensure the authenticity, non-repudiation or the integrity of the data. This can be achieved by digitally signing the data before wrapping it with a digital envelope. In effect, the Digital Envelope carries the Digital Signature imparting data confidentiality features to a Digital Signature. At the receiver’s side, the signature can be viewed or verified only by authorized person because only he would have access to the corresponding private key to unwrap the DEK. 

One of the advantages of using digital envelopes is that both the sender and receiver systems do not have to be online at the same time. 

Another big advantage of digital envelope is enhanced performance. The actual data transfer will occur only after the digital envelope has been successfully created... An application using digital envelopes can use existing data transfer protocols such as http, email or ftp to transport the data. 

Digital envelopes have disadvantages. It is obvious from the description that it is not exactly very well suited to multicast communication systems. Since the symmetric key is encrypted with the receiver’s public key, this process has to be performed for each receiver in the multicast system.

Conclusion:

Everyone has a different idea of what ``security'' is, and what levels of risk are acceptable in networking. The key for building a secure network is to define what security means to any rganization. It's important to build systems and networks in such a way that the user is not constantly reminded of the security system. We discussed the inner working of symmetric ciphers, asymmetric ciphers, and the message digests can be used together to enable e-security. The concept to strong authentication was highlighted as the basis of all security. We understood why certain aspects of PKCS had to be standardized to let applications using cryptography interoperate seamlessly. We explored the internals and the mechanics of password based encryption (PBE) algorithms and discussed two important standards. We discussed how digital signatures and digital envelopes are created and verified and the way in which they can interoperate unambiguously. We also saw how these concepts are used in the real world applications. Security is everybody's business, and only with everyone's cooperation, an intelligent policy, and consistent practices, will it be achievable.
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