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ABSTRACT

         The world is surging towards a digital revolution where computer networks mediate every aspect of modern life. Not many years ago, most computers were carefully guarded mainframes, held tightly in the hands of skilled professionals. The systems and their guardians combined to provide ironclad protection of the organization’s all important data. Today the world is scary, anyone can get their hands on  to the personal computers and even link into networks!

Today the threat to the information on the network has grown to the greatest extent. Information is the most vital aspect of every organization. Network security has become sufficiently important. The object of security is to protect valuable or sensitive organizational information while making it readily available. Attackers and hackers try to harm a system and disrupt information exploiting vulnerabilities by using various techniques, methods, and tools. Security aims to develop measures and policies to protect assets and limit their vulnerabilities.

              This first half of the paper deals with need for network security measures, threats to the network, steps towards network security, implementation policies of security and communication security: firewalls. The second half of paper deals with principles of cryptography, symmetric key algorithms, public key algorithms and digital signatures.

INTRODUCTION

Computers and networks originally were built to ease the exchange of information. Information is the key asset in most organizations. Inside the network the world is scary. There are links that eavesdropper can listen in on. Information needs to be forwarded through packets switches, and these switches can be reprogrammed to listen or to modify data in transit. A network is vulnerable to intruders and misuse. Network security means to protect information across the network. It deals with the prevention and detection of authorized actions by users of a network. Security forces must protect critical information while it is being ever more widely shared. Setting security aims at providing security where needed and to provide easy access for those who need information. The organizational control in security policy should define exactly who is authorized to what and under which conditions. Except for physical Security, nearly all security is based on cryptography. In Internetworking cryptography has emerged as the only   alternative to protect Internet data. Cryptography can reformat and transform data making it safer on its trip between computers. Cryptography can take the data and transform it into a bunch of numbers known as ciphertext. The ciphertext is unintelligible gibberish except to someone who knows the secret to reversing the transformation. Cryptography also allows us to disguise our data so that eavesdroppers gain no information from listening to the information as transmitted. Cryptography also allows us to create an unforgettable message and detect if it has been modified in transit. Another important issue in communication security is firewalls. A firewall is simply a group of components that collectively form a barrier between two networks. Security is strongest if done end-to-end. 
NETWORK SECURITY

Today’s security challenge is to share information with the right people without also sharing it with the wrong people. Information drives the modern organization. 

Network security means to protect information from unauthorized disclosure while allowing authorized disclosure. It is also important to keep this information accurate and uncorrupted, even while it races around the network.

· Need for security

A network should not allow anyone to see confidential information without authorization. This requires a reliable way to identify the users. Network security needs protection for confidential information, reliable performance and data integrity. Important element of security is to protect the system’s integrity, security measures must include features like validation systems to screen out errors, both deliberate and accidental.

· Security threats
The object of security is to protect valuable or sensitive information while making it readily available. Attackers trying to harm a system exploit vulnerabilities by using various techniques, methods and tools.

A network can suffer several types of vulnerability

i) Physical threats

ii) Natural threats

iii) Mechanical breakdowns

iv) Electronic signals

v) Human threats

Natural calamities like earthquakes, hurricanes, floods, lightning, and fire can cause severe damage to the computer systems. Information can be lost and damage to hardware can disrupt other essential services. Other threats such as riots, wars, and terrorist attacks, like the bombing of the World Trade Center, can cause disasters to the network. The best approach is to have disaster recovery plans and contingency plans in place. 

All mechanical devices will eventually fail, for e.g. the hard disk of a PC. Its failure will take a lot of valuable data with it. Electric components like power supplies can also fail. Network sends out electronic signals wherever cables run. Electronic signals can be intercepted to steal information. Shielded cables, fiber optic cables can be used to protect signals from being intercepted. Fiber cables provide better protection. 

The most serious threat is human sources. Human threats may be from insiders, also called as malicious threat. Insiders are one who know  many of the codes and security measures that are already in place. Insiders can plant viruses, worms and they can browse through the file system. Human threats can be from non-malicious threats. Non-malicious threats comes from employees who are untrained in computers and are unaware of security threats and vulnerabilities. The primary threat to data integrity comes from authorized users who are not aware of the actions they are performing. Errors and omissions can lose, damage, or alter valuable data.   

· Steps towards network security
The basic goals of network security are

· To protect information from accidental destruction or modification.

· To protect information from deliberate destruction or modification.

· Make sure the data is available to authorized users, when they need it and in a form they can use.

Network security has been extended to include privacy, confidentiality, and integrity. This implies that we have to know the information and the value of that information in order to develop protective measures. 

Classification of  protective measures in computer security are:

· Prevention: Measures must be taken to prevent information from being   damaged, altered or stolen.

· Detection: Measures must be taken to allow to detect when and how information has been damaged, altered or stolen and who caused the damage.

· Reaction:  Measures that allow recovery of information, even if information is lost or damaged.

In order to take measures to protect the information following components should be examined:

i. Confidentiality: It is to prevent unauthorized disclosure of information.

ii. Integrity: It is to prevent erroneous modification of information. Storing incorrect data within the system can lose data. Malicious attackers also can modify, delete, or corrupt information that is vital.

iii. Availability: It is to prevent unauthorized withholding of information or resources. Information should be as freely available as possible to authorized users.

iv. Authentication: It is the process of verifying that users are who they claim to be when logging onto a system. It proves who you are.

v. Authorization: It is the process of allowing only authorized users access to sensitive information.

· Implementation policies 

· Create usage policy: The first step, creating usage policy statements that outline users' roles and responsibilities with regard to security. Second step, Explain any specific acts that have been identified as security attacks and actions that will be taken to detect security attacks. Lastly, create an administrator acceptable use statement to explain the procedures for user account administration, policy enforcement, and privilege review.

Conduct a risk analysis: A risk analysis should identify the risks to your network, network resources, and data. The intent of a risk analysis is to identify portions of your network, assign a threat rating to each portion, and apply an appropriate level of security. This helps maintain a workable balance between security and required network access.

Assign each network resource one of the following three risk levels:

Low Risk Systems or data if data viewed by unauthorized personnel, data corrupted, or data lost would not disrupt  the information.

Medium Risk Systems or data if data viewed by unauthorized personnel, data corrupted, or data lost would cause a moderate disruption.

 High Risk Systems or data if data viewed by unauthorized personnel, data corrupted, or data lost would cause an extreme disruption. 

· Levels of security

               Baseline


                                   Selective


                                   Special


There are three levels of security 

       Baseline controls : Need of this level is universal nearly every one will uses it

Selective control : These levels are less universally used than the baseline                    

technique, yet this level is familiar, standardized and well accepted. 

Special controls : Here both the risks and the responses are truly unique to 

                                                       situation. 

· Communication security

Firewalls :

Firewall devices allow users to use Internet services in a relatively safer manner by restricting incoming access by potential attackers. Firewalls control the flow of traffic between internal, relatively safe networks and external, potential hostile networks. Those intending to provide good protection generally block all traffic, 

except what is explicitly allowed by the site.


 

 

    



Firewall controls applied to messages.


The firewall can provide internal users with outbound access to the Internet. The firewall processes the flow of messages and controls access according to the site rules on what is allowed. Traffic is blocked if the user uses unauthorized services or requests them from the wrong side of the firewall. 

CRYPTOGRAPHY

                      Cryptography is the art of secret writing. The basic service provided by cryptography is the ability to send information between participants in a way that prevents others   form reading it. Cryptography can provide other services such as 

*Integrity checking- reassuring the recipient of a message has not been altered since it was    generated by legitimate source.

*Authentication-verifying someone’s identity.

A message in its original form is known as plaintext or clear text, are transformed by a function that is parameterized by a key. The managed information is known as ciphertext. The process for producing ciphertext from plaintext is known as encryption. The reverse of encryption is called decryption.





        Intruder

       Passive intruder just listens                                                         Active intruder can  alter message


Plaintext, P                                                                                                                        Plaintext, P                


                                                                  

                            Encryption, K              Ciphertext , C=Ek(p)        Decryption key, K          

                                                                 Encryption model
                    

Encryption methods have historically been divided into two categories: substitution ciphers and transposition ciphers.

*Substitution ciphers
                    In a substitution cipher each letter or group of letters is replaced by another letter or group of letters to disguise it. Substitution cipher preserve the order of the plaintext symbols but disguise them.

                    One of the oldest known ciphers is the Caesar cipher, In this method each  letter of the plaintext is replaced by a letter, which comes k positions letter in the alphabet. The original Caesar cipher used k=3, so that a->d, b->e, ………..If the letters a-z are numbered from 1 to 26(thereby N=26)than encryption with key k is :E=(P+k) mod N.

                    In Mono Alphabetic Substitution a more general approach is used, all letters are mapped via. a table. The key is than represented by the character map. For example there are 26!=4*10^26 possibilities to check in order to find the key by a brute force approach. A computer which checks one possibility each microsecond would still need 1013 years to complete the search.   

 *Transposition ciphers
                    Transposition ciphers reorders the letters but do not disguise them. The cipher is keyed by word  or phrase not containing any repeated letters. The purpose of the key is to number the columns, column 1 being under the key letter closest to the start of the alphabet. The plain text is written horizontally, in rows, padded to fill the matrix if needed the cipher text is read out by columns, starting with column key letter is the lowest.

· Fundamental Cryptographic principles

1.Reduncancy

                   All encrypted message must contain some redundancy e.i. information not needed to understand the message. Messages must contain considerable redundancy so that active intruders cannot send random junk and have it be interpreted as a valid message.

2.Freshness

                The second cryptographic principle is that some measures that must be taken to insure that each message received can be verified as being fresh, that is, sent very recently. This measure is needed to prevent active intruders from playing back old messages. 

· SYMMETRIC-KEY ALGORITHMS
                The first class of encryption algorithms are called symmetric-key algorithms. Transpositions and substitutions can be implemented with simple electrical circuits. fig shows 

P-box (P stands for permutation), used to effect a transposition on 8-bit input. If the 8-bits are designated from top to bottom  as 01234567, the output of this particular p-box is 36071245.This design follows Kerckhoff’s principle: the attacker knows that the general method is permuting  the bits. What he does not know is which bit goes where, which is the key.


       


 

               





                    
           

                          

           

                                                                                      P-BOX

Substitutions are performed by S-boxes, as shown in fig. In this example 3-bit plaintext is entered and a 3 bit ciphertext is output. The 3-bit input selects one of the eight lines existing from the first stage and sets it to 1;all the other lines are 0.The second stage is P-box. The third stage encodes the selected input line in binary again. If the eight octal numbers 01234567  were input one another, the output sequence would be 24506713.








                                                                                    S-BOX   


The real power of these basic elements only becomes apparent when we cascade a whole series of boxes to form a product cipher, as shown fig. product cipher cascade units of S-and P-boxes to realize more powerful encryption schemes. As example of product cipher is DES(data encryption standard).

· DATA ENCRYPTION STANDARD (DES)

                                Data encryption standard(DES) is block oriented cipher that encrypts blocks of 64-bits. A key of bits controls the encryption. The 56-bit key is transformed into 16 sub keys @ 48 bits to control 16 substitutions in DES chip, which is illustrated in fig.
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                                                        64-Bit ciphertext (DES)

                                                The encryption process involves 19 stages in DES chip. The first is a transposition using a fixed transposition rule followed by 16 substitutions and two final transpositions. At each substitution stage the most and least significant 32 bits of the block are swapped. The former most significant 32-bits are substituted and transposed under sub key control. The result is then forwarded to the next stage.                            

· DES-Operational Modes

            1.Electronic Code Book (ECB)

                           Each block of the ciphertext is encrypted independently of any other block.          Therefore each corresponds to one plaintext block just like in codebook.

     2.Chain Block Cipher (CBC)

                             ECB does not protect against insertion of repeated blocks because blocks are treated independently. Another weakness is that identical plaintext blocks generate identical ciphertext blocks. To improve DES for communication  streams each 64 bit block is EXORed with the  previous 64 bit ciphertext before  entered into the DES chip. In addition  to a common secret key the sender and  receive needs to agree on an initial vector to be EXORed with the first block of            message stream.

      3.Cipher Feedback Mode (CFM)
                            CFM is an alternate mode for DES on 8-bit characters. The input character is              EXORed with the last significant byte of the DES output and then transmitted over the communication link.In order to collect enough bits for the 64 bit encryption block the output characters are collected in a character based shift register. Each output character advance the shift register by 8 bits and trigger a new DES encryption. Thereby the next input character will be EXORed with a new DES output. CFM is suitable for use on serial lines.

· PUBLIC-KEY  ALGORITHMS 
      Public key systems

        To use a encryption algorithm E and a decryption algorithm D such that:

1. D(E (P))=P

2.It is exceedingly difficult to deduce D from E

3.E cannot be broken by chosen plaintext attack

  Under these conditions E can be made public while D is kept secret.

RSA(Rivest, Shamir, Adleman)ALGORITHM

                                          This scheme satisfied the condition that different keys that were not derivable from each other do the encryption E and decryption scheme D

                                          Raising it to the power E module N, where N is a very large number ,encrypts a plaintext P. The result C and P must be within the range [0, N-1] due to the module function. The decryption is done the same way by raising the cipherxt C to the power D modulo N.

                                          The modulo N is based on the product of the tow large prime numbers which also act as the base for E and D. To break the code  a crypto analyst       

DIGITAL SIGNATURES

                                        The authenticity of many legal, financial and other documents is determined by the presence or absence of an authorized handwritten signature. Digital signature provide two important function i.e. generate the information and the information has not been modified in any way by anyone since the message and matching signature were generated.

                                         Digital signature offers an important advantage over a secret key based cryptographic non-repudiation. The property no party to a contract can later deny having signed  is called non-repudiation.

CONCLUSION

              Network security has been the most important requirement in computer networks and will continue to be the indispensable aspect  of networks. The digital revolution promises to lead to strange new world, where vast torrents of bits will sweep across the face of the earth, carrying conversations, electronic-mail messages and vital information. The success of revolution, however, depends critically on network security that can move enormous quantities of bits reliably and with the quality of service needed by each type of information. Cryptography is the art of secret writing. The basic service provided by cryptography is the ability to send information between participants in a way that prevents others from reading it. Cryptography  has emerged as the only alternative to protect internet data. Cryptographic systems tend to involve both algorithms and secret value. Common practice today is for most commercial crypto systems to be published and for military cryptosystems to be kept secret. 
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