Project Description
Krypton is design to fulfill security requirements of general people in this world. It will act as a safeguarding tool on the Internet for them. It can also be used by military and secret service agencies for secret and classified communication. It employs encryption technique & key exchange methods. It is also intended to include an antivirus package & firewall in future. Services offered by this version are


Encryption/decryption


Key exchange


Segmentation

The above services make it very much similar to Phil Zimmerman’s PGP. PGP in addition provide


Digital Signatures


Compression

And as far as latest information available to me, PGP is not intended to include antivirus package. This is where Krypton will be different from PGP. PGP, Pretty Good Privacy, is all about Privacy, whereas Krypton is intended to be first line of defense.

The Algorithms used for cryptography in Krypton are 


One Time Pads


RC4

Solution of one time pad’s key problem have been formulated, which makes One Time pad (world’s safest cryptography technique, but till date impractical) practical. RC4 was developed by Rivest of RSA fame. It is a bit similar to one time pad
Encryption can be used for email attachments, FTP as well as to keep your file concealed from other users on same machine.

For Key exchange Krypton uses RSA. Key exchange is a very important business. The main objective of this Key Exchange is to ensure that private keys of the users are not let off in wrong hands. These techniques make sure that only intended users get the key.

PGP uses 3DES, IDEA, CAST for encryption. One time pad is worlds safest and is the only cipher that is not prone to any known attacks. RC4 has also withstood a lot of attacks. It is quite safe and fast in performance as compared to block ciphers like 3DES and others
PGP also uses the same key exchange technique

Antivirus module is not in this version of Krypton. With forthcoming versions that would  include antivirus module and firewall, Krypton will live up to its name. 

Krypton-First Line of Defense

End User Requirements to be fulfilled by Krypton

Since Krypton is designed for security purpose of general people who uses Internet, the following are the requirements that I figured out

· Encryption/Decryption Tool

· Key Generator

· Key Exchange capabilities

· Antivirus ***

· Firewall***

· File Segmentation

***Antivirus and Firewall are not included in design or implementation. They will be available in further complete version of Krypton.

The techniques that are to be used for Encryption/Decryption Tool have been described in abstract.

File segmentation have been included as a requirement because big files cannot be used as file attachments while using email. Most of the mail services limit attachments size to 1MB or 3MB. This brings segmentation into picture. A big file can be segmented into pieces of 1MB.

Hardware requirements

 CPU speed – 133 MHz, P-I or above

16 MB RAM or higher

2MB of Hard disk Space or higher 
Description of the Techniques Used 

One Time Pads & the Problem with it

It may be surprising to the reader that there exist simple “perfect” encryption methods, meaning that there is a mathematical proof that cryptanalysis is impossible. The term ``perfect'' in cryptography also means that after an opponent receives the ciphertext he has no more information than before receiving the ciphertext. 

The simplest of these perfect methods is called the one-time pad. It was proposed by Josheph Mauborgne. Till then the method was known as Vernam cipher which involved in performing XOR operation between the plaintext and the key. Mauborgne suggested that the key should be as long as the plaintext and it should be of random nature. This makes the perfect cipher, “One Time Pad”. Later discussion explains why these perfect methods are not practical to use in modern communications.

The One-Time Pad is very simple. It starts with a random sequence of letters for the standard text (which is the key in this case). Suppose for example one uses RQBOPS as the standard text, assuming these are 6 letters chosen completely at random, and suppose the message is “ATTACK”. Then algorithm XORs Key with message to generate ciphertext

        Standard text (random key):
RQBOPS
        Message:         
          
ATTACK
        Encrypted message:          
RJUORC
So, for example, the third column uses the letter B, representing a rotation of 1, to transform the plaintext letter T into the ciphertext letter U. The receiver must have the same random string of letters around for decryption: RQBOPS in this case. As the important part of this discussion, I want to show that this method is perfect as long as the random standard text letters are kept secret. Suppose the message is GIVEUP instead of ATTACK. If one had started with random letters LBYKXN as the standard text, instead of the letters RQBOPS, then the encryption would have taken the form: 

        Standard text (random key): 

LBYKXN
        Message:                    


GIVEUP
        Encrypted message:          

RJUORC
The encrypted message (ciphertext) is the same as before, even though the message is completely different. An opponent who intercepts the encrypted message but knows nothing about the random standard text gets no information about the original message, whether it might be ATTACK or GIVEUP or any other six-letter message. Given any message at all, one could construct a standard text so that the message is encrypted to yield the ciphertext RJUORC. An opponent intercepting the ciphertext has no way to favor one message over another. It is in this sense that the one-time pad is perfect. 

In this century spies have often used one-time pads. The only requirement is text (the pad) of random letters to use for encryption or decryption. The party communicating with the spy must have exactly the same text of random letters. This method requires the secure exchange of pad characters: as many such characters as in the original message. In a sense the pad behaves like the encryption key, except that here the key must be as long as the message. But such a long key defeats a goal of cryptography: to reduce the secrecy of a long message to the secrecy of a short key. If storage and transmission costs keep dropping, the one-time pad might again become an attractive alternative.

The Solution

From the foregoing discussion the reader might figure out that the problem with One Time Pad is the “Key Length” and key in this algorithm has been referred to as pad or keypad. Now we look at one of the possible solutions. A.S Tenenbaum suggests that the keypad may be stored on a CD. I think that a Video CD would be a best bet. A VCD has .dat file which is of the size of around 300-400 MBs. A same movie VCD can be used as key on both the sides. Data in VCD is random because they will be recordings of human movements. Human movements are surely random.

Similarly depending on the size of the date file to be encrypted we can use

· MP3 Songs’ CD. Here if the file size is of the order of  3-4 MB. One song for one encryption can be used

· Downloading an MP3 file on both sides from a same site

· Using any other downloaded documents from the net

· Downloaded photos from the Internet. They may be used for the files of the order of KBs

All this above mentioned schemes depend on the person who uses it and size of the file to be encrypted. It is useless to use a 400 MB VCD key pad to encrypt a 3 MB file. Hence the user must be correct of his choice

The algorithm for one time pads may be summarized as:

For 

Plaintext – P of n Bytes 

Keypads – K of n bytes

Ciphertext- C of n bytes

C = P (XOR) K for encryption 

P = C (XOR) K for decryption 

The selection of the key pad is left to user. He can use key exchange techniques to let his partner know the source of the key.

RC4 Algorithm
RC4 is a stream cipher designed in 1987 by Ron Rivest for RSA security. It is a variable key size stream cipher with byte oriented operations. The algorithm is based on the use of a random permutation. It is generally used in SSL and TSL. Using it at application layer might seam strange. It will work well.
RC4 algorithm is remarkably simple and quite easy to explain. A variable length key of from 1 to 256 bytes is used to initialize a 256 byte state vector S. At all times S contains a permutation of all 8 bit numbers from 0 to 255. For encryption and decryption, a byte k is generated from S by selecting one of the 255 entries, in a systematic fashion. As each value of k is generated, the entries in S are once again permuted

Initialization of S

To begin the entries of S are set equal to the values from 0 through 255 in ascending order. A temporary vector T is also created. If the key is of length of 256 bytes, then k is transferred to T. Otherwise, for a key of length keylen elements of T are copied from K and then K is repeated till T is full. These operations can be algorithmically described as follows
/* initialization*/

for i=0 to 255 do

S[i]=i;

T[i]=k[I mod keylen];

Next we use T to produce the initial permutation of S. this involes startingwith s[0] and going through to S[255] and for each S[i], swapping S[i] with another byte in S according to a scheme dicatated by T[i]

/*Initial Permutation of S*/

j=0;

for i=0 to 255 do

  j=( j+ S[i]+ T[i] ) mod 256
  Swap (S[i], S[j]);

Stream generation

Once we initialize S, we no longer use key. Stream generation involves starting with S[0] and going through S[255],and for each S[i] swapping S[i] with another byte in S according to a scheme dictated by the current state of S. After S[255] is reached the process continues, starting over again at s[0]
/* Stream Generation*/

i, j= 0;

while(true)


i = (i + 1) mod 256;


j = (j + S[i]) mod 256;


Swap( S[i], S[j]);


t =  (S[i] + S[j]) mod 256;


k = S[t];

We use this value of k to XOR with next plaintext byte. To decrypt do the same.

This is very similar to one time pad. The main difference is that key does not need to be a keypad. The key is quite manageable and quite short.
 RSA Encryption Technique

Though RSA is an encryption technique. We will use it only for key exchange purpose or encrypting small files. This is because of the hectic calculations that are to be performed in RSA.

Description of the RSA Cryptosystem. 

The RSA system is a symmetric public key cryptosystem.This means that there are any number of pairs of algorithms (E, D) both defined on the same set of values. E is the public encryption algorithm and D is the private decryption algorithm These satisfy: 

a. Encryption/decryption works: If c = E(m) is the ciphertext corresponding to some plaintext m, then m = D(c). (In other words: m = D(E(m)), for any message m.) 

b. Sign/verify works: If s = D(m) is the signature corresponding to some plaintext m, then m = E(s). (In other words: m = E(D(m)), for any message m.) 

c. Can encrypt efficiently: For any message m, there is an efficient algorithm to calculate E(m). 

d. Can decrypt efficiently: For any message or ciphertext x, there is an efficient algorithm to calculate D(x). 

e. Public/private keys stay that way: From a knowledge of E, there is no efficient way to discover D. 

Users A, B,  can create their own pairs (EA, DA), (EB, DB), ... of RSA key pairs. The encryption keys are ``published'' or made available on a secure public key server, while the decryption key are kept secret from everyone except the originator. The previous section has gone over how these can be used. 

In RSA, the plaintexts and ciphertexts are just large positive integers, up to a certain size depending on the specific key pair. The underlying algorithms are not secret but only certain information used in them. The RSA system itself is constructed as follows: 

1. Choose random ``large'' prime integers p and q of roughly the same size, but not too close together. 

2. Calculate the product n = p*q (ordinary integer multiplication). 

3. Choose a random encryption exponent e less than n that has no factors in common with either p - 1 or q - 1. 

4. Calculate the (unique) decryption exponent satisfying e*d mod (p - 1)*(q - 1) = 1. 

5. The encryption function is E(m) = me mod n, for any message m. 

6. The decryption function is D(c) = cd mod n, for any ciphertext c. 

7. The public key (published): This is the pair of integers (n, e). 

8. The private key (kept secret): This is the triple of integers (p, q, d). 

There is more to the story about each of the above items: 

1. At present, ``large'' means at least 512 bits. For better security each prime should be at least 1024 bits long. There are efficient algorithms for generating random numbers of a given size that are almost certainly prime (see below). 

2. n is then either 1024 or 2048 bits long. 

3. The encryption exponent e can be just 3. If one is using this exponent, then the primes must be such that p - 1 and q - 1 are not divisible by 3. 

4. The decryption exponent must be calculated, and there are efficient algorithms to do this, but they require a knowledge of p and q (see the chapter on favorite algorithms). The modulus for division, (p - 1)*(q - 1), is the Euler phi function of n = p*q, where this is a function studied in number theory. One of the function's properties is important in proving that RSA works. 

5. There are efficient algorithms for carrying out the modular exponentiation needed here (see below). 

6. If it is known that 3 is the encryption exponent, then only n needs to be published. 

7. Only d needs to be kept as the secret data for decryption (along with the public n and e). However, p and q can be efficiently calculated from the other numbers, and they are needed anyway for the most efficient form of modular exponentiation. 

Some people are surprised that RSA just deals with large integers. So how does it represent data? Suppose the value of n is at least 1024 bits long. This is the same as 128 bytes. In principle then, one can just run 128 bytes of Ascii text together and regard the whole as a single RSA plaintext (a single large integer) to be encrypted or signed. In practice, the protocols will demand additional data besides just the raw message, such as a timestamp, but there is room for a lot of data in a single RSA encryption. 

Here in this version of Krypton we are just simulating RSA. Because of the implementation problem we are limiting an intiger

RSA Works: Decryption in the Inverse of Encryption. 

To show that RSA decryption reverses what RSA encryption does, one only needs to show that: 

D(E(m)) = m, for any message m, or specifically to show that
(me)d mod n = m. 

But recall that 

e*d mod (p - 1)*(q - 1) = 1, so that
(me)d mod n = me*d mod n = me*d mod (p - 1)*(q - 1) mod n = m1 mod n = m. 

The last line follows from the chapter on favorite algorithms which shows that the exponent can be reduced modulo phi(n) = phi(p*q) = (p - 1)*(q - 1). 

The modular problem

The equations for encryption and decryption involves raising an integer to an integer power, mod n. here if we proceed normally the intermediate value of ab will blow out of proportion. We can use the following property of modular arithmetic

[(a mod n) * (b mod n)] mod n = (a*b) mod n

 on the basis of the above property if we wish to calculate ab mod n we can use the following pseudo code .

c ( 0; d ( 1

for i ( k downto 0

  do c (2*c

      d ( (d*d) mod n 

      if bi =1 then

        c = c + 1

        d = (d*a) mod n

 where b is expressed in binary form with bi being the ith digit of the binary form

for example

b = 560 = 1000110000, here for i = 4, bi =1 (the fifth place)

Hence using the above pseudo code we can solve the problem modulo.

Finding large primes
As described earlier for perfect implementation of RSA key size should be at least 1024 bits. This is out of question for implementing using integer. Here we are just providing a simulation of RSA and we will be working within the range of long integer which provides 32 bits. Hence we can not choose a values of p and q such that they will be more than 46340.

This makes the job easier to find a prime number. We have a file that contains prime number in the range of 1000000. hence we can cut that file and use a randomized function to get the values of p and q

Data Flow Diagrams And processes design
The Modular Structure of Krypton

1) Encryption/decryption termed as LOCKS. 

2) Key Manager termed as KEYCHAINS

3) Segmentation

4) Antivirus Pack***

5) Firewall ***

6) User Manager

The hierarchical structure is shown below 


[image: image1]
Now we will see the above mentioned four modules in details

Encryption/decryption (Lock/Unlock)  

Encryption and decryption are mathematical inverse of one another. A basic flow diagram for encryption and decryption would be as shown in the figure below. This will work for both the encryption technique. Here a basic assumption is that the user is authenticated. 


[image: image2]
Figure showing encryption/decryption process

The user gives the filename and key nickname. From the key nickname, Krypton checks user authority for key. Hence it serves the purpose of the password. Though there is no nickname for one time pad key. Because the keys of one time pad are neither stored nor registered with Krypton. These details will be covered later.

After the user have been validated, the key from key store and the file is fed to encryptor (decryptor)  process, which gives the final output file.

Steps for complete process

For encryption

1. Give file and key name to Krypton(interactive)

2. Encryption of the file(automatic)

3. User will send it as an attachment, or by FTP to the receiver or keeps the file on the same system if he wishes to conceal this file from other users(manual)

For Decryption

1. If the file is mail attachment download the file on your system.(manual)

2. Give the file path and key source path to Krypton.(interactive)

3. Decryption of the File.(automatic)

(interactive), (automatic) and (manual) indicates the nature of the steps

The algorithms that are mentioned in previous section are implemented fro the encryption/decryption process.

Key generation for RC4
This is an interactive process. The key length is not supposed to be more than 256 bytes. It is supposed to random. The user is asked to enter some random characters. These characters will be used to generate the key for the encryption using RC4 as mentioned above
After the key is made user is asked to enter the nickname, which is like a password to the key. User is asked to give the name of the other partner who will use the key.

Each key is stored in a separate file. The file’s structure is as follows

	Field
	Description
	Size in bytes

	User name
	Owner of the key
	20

	Key 
	Key in encrypted form
	32

	Nickname
	Access password for the key
	8


The resulting file is of 60 bytes. 

The user will then specify the path where he would like to store the key file, advisable a floppy or on a disk with permissions denied to others. The security of the encrypted file will depend on the secrecy of the key. If the key is lost or misplaced than the users must immediately make a new key abandoning the old key. No information about these private keys will be stored by Krypton. This is because if we store private keys in  Krypton directories than some other system user may crypt analyze and break your key.

Steps for key generation are specified below:

1. User give key if he wishes else Krypton generates it(interactive)

2. Nickname is given for the key(interactive)

3. Krypton creates Key file(automatic)

4. User specifies the place to store the key file(interactive)

The following diagram shows the process 
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During encryption/decryption the user authentication is done by nickname. 

One time pad Keys

Keys for one time pad or keypads as mentioned earlier should be as long as data file. That sis keypad should be as long as file. The nature of the key should be random. On the Internet we try to protect our documents from theft. If we put these words differently “we protect our work from Internet”. This is the first time we will use Internet to help in security. We will use Internet data to be the Keypads. We can download the same URL on both the sides. All the feasible techniques have been mentioned with the description of the algorithm. A user may also make a new innovative idea for keypads, so that a same keypad is available on both the sides.

The Encrypted Files

The User will have to specify the name and the path to store the encrypted file. User may then use this file for sending as a mail attachment or even leave it on the system to conceal it from other users. No one except the user will be able to decrypt the file unless the users key’s nickname is stolen. And here also the person must have first access account on the krypton on that particular machine.
Key exchange using RSA

For key exchange using RSA, we need to have the public key of the intended receiver. The key to be exchanged is encrypted using receiver’s public key. We use RSA only for key exchange and not for encryption because it is a very slow process. Since AES keys and address of the one time pad key will be very small, they can be encrypted using RSA.

The public key of the receiver needs to be registered with your Krypton.

The process is pictorially described below

 SHAPE  \* MERGEFORMAT 



Similarly   the receiver performs the following process to get the key

 SHAPE  \* MERGEFORMAT 



The output key from the decryptor process is the key that was to be exchanged 

RSA Keys

The algorithm described in algorithm section is used to generate a key. Here we will choose p and q from the prime file. The algorithms will generate e, n & d. (e, n) will act as public key. While (d, n) will act as a private key. Here the public key is stored in a file on the system for everyone to access. The structure of the file will be

	Field
	Size

	User (Receiver) name
	20

	Receiver email id
	60

	E
	4

	N
	4


This file can be accessed by anyone and can be posted to anyone. Since it holds the public keys only. The name of the file is RSA.rsa

The files for private key are created but user is responsible for keeping it safe. Its structure is as shown below

	Field
	Size

	User name
	20

	d
	4

	n
	4

	Nickname
	8


Each of this key file should be stored on a floppy or at least out of the reach of possible opponents. 

The key manager also allows you to change your keys. If you want to change your key you must just go into its menu. Krypton will create a new key and will replace your entry in public key file and make a new file for your private key. 

The encrypted RSA file

The encrypted RSA file will contain an RC4 key or a one time pad source path. This file will be very small files. When encrypted they will have the same format as any encrypted file. The only difference is that it won encrypt big files and system files. It is due to slow nature of the algorithm
Segmentation

This is a process of breaking a huge file into number of chunks. It will facilitate the user to send a big file as an attachment by breaking it into pieces of 1MB each.

The process is quite simple. We just ask the user to give the name of the file to be segmented. The input file contents are copied into another file till the size of output file is equal to 1MB. Then another output file is created and contents are copied in that file.  The following diagram shows the process


[image: image6]
Here the segmented file will be named based on the following scheme

Suppose a file name is dhawal.dat and it is 3MB. Then the resulting 3 segments will have the name 

1. dhawals000.dat

2. dhawals001.dat

3. dhawals002.dat

These files will be stored in a user specified folder or in a new folder created in the source file’s folder with the name dhawals.dat.

For reconstruction of the file the folder is specified to desegmentation process. It will join all the files in the folder if the naming scheme is correct. The desegmentation process is described in the following figure


[image: image7]
Login process and User Manager

You cannot start krypton without a valid login(except for the first time). You need to be authenticated every time because this gives your identity to Krypton and hence you can use your keys. Each key has username field. This if does not match the current login user, user cannot access that key. A user file is maintained with the krypton. It is in encrypted form and can be decrypted by Krypton( except the key is broken ). The structure of this user file is

	Field
	size

	User name
	20

	Password
	8

	User type
	1


This is an encrypted file, the encryption technique and key are not mentioned in this documentation.

 The logic of the login process is shown in the following process


[image: image8]
Here the authentication process involves encrypting user entry and than find comparing with the entry in the user file

The process for new user creation is as follows.

 A new user can be created only by the first user or owner. Their passwords can be changed by only by themselves. The user entry is compared to check whether the user exists or not. If he exists then user is asked to select a different username. The figure given below shows this process.


[image: image9]
When krypton is started for the first time, krypton asks the user to create a user. Then onwards it always asks authentication. 

User Interface Design
The user interface design or screen design is of the utmost Importance. User interface design of different interfaces of krypton is shown below. This are the actual interface design. The manner in which tey are shown here is in the order they arrive during the run

User login screen 
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this is the startup screen. If you don’t have a username, you cant start the krypton. If the krypton is just installed and there are no users registered currently. Then new user screen will come first. (but  only for the first time)

New user screen
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Next is the main screen of Krypton. from this interface you can choose a module to work with. This is the main menu
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We will see all the sub menu screens now. The first one is Loc/Unlock Menu. It is the encryption decryption menu
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Next we will see the design of Lock –One Time Pad and Lock RC4. the unlock screen are similar and are taken here. In Lock Screens we have used file open dialog boxes. This  makes user interface much easier and error free, since the user have to select the file and not write the path name. 

Lock OTP screen
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The unlock screen will have only one difference. It will use the word “Unlock” in place of “Lock”
Lock RC4 screen
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Unlock screen is quite similar. Here we have one extra field. The nickname was not there in one time pad. This will be of password characters. Here both the encryption algorithm are programmed in C. the C functions are  called from this VB interfaces

We next take look at the help screen. The help screen has a common layout for all the screens. The contents of the help screen will vary depending on the screen where help was asked. For example – following is the help called from the main menu[image: image16.png]Kiypton

[_[OIx]

Lock/Urlock

Keychains

‘Segmentation of File

User Manager

Help

Kryptor

elp [_[0[x]

[FockiUnlock.

[This will apen the encryption
menu. You can encrypt and
decryptyour files using this
menu. Encryption techniques
available in this menu are "one
fime pac” and AES (Advanced
[Encryption Technicue)

Keychains

[This is & key manager. You can
use tto create RSA Keys, AES
Keys. You can use its options
Jfor key exchange using RSA

User Manager





This is a help screen for the Main menu. Similarly we can get help on every interface 

Now we will see the menu for keys

Keychain Menu
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The functions mentioned above will be seen now. First one is to create RSA keys. Here the user will enter a number. Based on the number entered by the user 2 random prime numbers will be selected. These two numbers will serve as ‘p’  &’q’. Then they will be used to create ‘e’, ‘n’ and ‘d’. ‘e’ and ‘n’ will be stored in public file which will be accessible to all. ‘d’ and ‘n’ will be stored in a private file based on the user specified path.

RSA Key Generation
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Here the importance of nickname is displayed on the interface. The input eill be in password characters. Then how do we use the RSA for key exchange is next
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Here we select the receiver and our key file. Krypton will encrypt our key file using his public key. Then we may send the encrypted file to him. On receiving and RSA encrypted file the user will use RSA key decryption
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when the key file is decrypted, if it is an RC4 key file. Then krypton will give the key nickname because without a key nickname the key will be useless. The screens of displaying RSA key holders will contain username and their e-mail id. Email id displayed so that it can be used by the user to manually send the RSA encrypted file to the receiver
Now on next page we see the creation of RC4 key
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Here the string entered by the user is used to create the key. It is stored on user specified location.  

The screens for the segmentation will ask the user to select a file and then will create a folder that contains the segmented files. Then for desegmentation we specify the folder to the krypton. 

The “User manager” have two options. One is for adding new users. This interface have already been showed. Next is for changing password which asks for the old password. And then asks for new passwords. One basic thing  is that username will not be asked at anytime. The current username will always be used

Implementation details
The implementation of Krypton was in phases. In the first phase  user login, new user creation, password changing process were programmed. For this implementation we have used files. All the three processes access the same file. This process were directly implemented in VB. The comparison while login is case sensitive as the binary comparison is done.

In the second phase “One time pad” was implemented. The implementation of the algorithm is done C language.  Low level file programming has been done. This ensures that any type of  file can be encrypted. This makes possible the encryption of even .exe files. The XOR operation is performed on byte by byte basis. This ensures that the size of the encrypted file is same as the normal file. Since this does bring redundancy. Since file functions of low level are used efficiency is also good it does not take much time to encrypt the files
In third phase Segmentation was implemented. The testing and debugging phase will say this has failed. I tried to implement Segmentation in VB and the segmentation and desegmentation would work with the size but the file looses its original form. The implementation technique used was not low level as in the case of Encryption algorithm. Next time I will try to do it in C

Then RC4 algorithm was implemented. Again it was implemented in C. The file to be encrypted and the key is send as an argument to it. The key management of RC4 is handled by VB though. The key file is read and the user authenticated by VB code. Then key is extracted from the Key file and passed on to the C function.

Finally RSA was implemented. RSA brought a lot of trouble along with it. The RSA specification says that an RSA key should be  at least 512 bits. This is not possible by any means in any programming language. As no basic data type is that long. Ultimately I went ahead with Long data type. This brought a very big constraint on the key size. And this does leaves RSA vulnerable
RSA key creation is based on the method described earlier. The coding for generating this key was done in VB. The public key is stored in public register called rsalist. The private key is stored wherever the user wants. The encryption/decryption of key file using RSA is done by a C code. The C code takes in ‘e’ or ‘d’ and ‘n’ . then it encrypts/decrypts the file. One peculiar feature of this RSA implementation is that on encryption it will increase the file size by four times. This is due to the fact that 1 character is encrypted and than stored as long. But during decryption it again reduces the file size to original.

Here the low level file programming is not done this is because the fact that we don’t want any big files like .mp3 get enlarged by 4 times even by mistake
Testing and debugging

During the first phase of implementation, first bug found was of password. Instead of using the Trim() function, I used Left() function to remove white spaces. As a result if password is “dhawal” and I enter “dha”,  krypton will allow the user to login. This makes the system very vulnerable. With maximum 52  tries anyone can use your account. This problem of white spaces was corrected by using Trim() function in VB

During the second phase of One time Pad implementation, there  was another bug that needed to be fixed. The first C program made did not use low level programming. This program failed to open files like .mp3. this was not good. As these files were supposed to act as keypads. Then I used low level programming. This new program would even encrypt .exe files. Now even big video files can be encrypted and decrypted. The second bug is of returning the message of success back to VB. There is not a complete solution to it yet. We are using Shell function call for calling the .exes. they do not return anything they returns zero if the call fails. But C program cannot send any  message back to VB
The third phase of segmentation is a failure. Though the desegmented file obtained from segments is of the same size of the original file. The file just does not work. This was implemented in VB due to the ease of generating names for the segments. But this resulted in the failure. Due to less time in hand the segmentation have been left over. It will be implemented in C later on

The RC4 implementation was less troublesome. I didn’t do any mistakes here. It uses low level programming based on the experience with one time pads
Last was RSA. It brought a lot of problems. But all were finally put at bay. The first problem was about raisin a number to the powers of 10000s. this goes out of computational reach of any language. This was solved using a previously mentioned algorithm which exponentiates  and perform modular  operation at same time

The second problem was to get ‘d’ from the ‘e’, ’n’. This was solved by using Euclid’s extended algorithm. Then we had the problems of value of ‘n‘ overflowing. This bfurther restricted the size of keys. Now p and q were to be selected fro m a range that would not overflow. After this there was one more bug. The algorithm wont work for p or q greater than 268. this further restricts the key length. This brings ‘e’ approximately to the range of 5 to 25 and ‘d’ in the range of 1000 to 2000.
There was a very big bug discovered. Every where I asked for key files and source file. But when the user presses the “Lock”(or any other Action button) I never checked whether the required text boxes are filled or not. This sounds simple but if this would not have ben fixed it will be very frustrating for the users

Future Enhancements.
 Making a Writepad where after you write text you can encrypt it and paste it on your compose page of your email service provider. 
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