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Abstract

Internet banking is a subject receiving great attention in the banking industry and the regulatory community. As with other areas of e-commerce, discussions about Internet banking often proceed without reference to the actual state of market developments. This report describes the current state of Internet banking and discusses its implications for the banking industry and regulatory policy. 

Internet banking’s impact on consolidation in the banking industry is uncertain. The economics of Internet banking may favor large institutions, either because of economies of scale and scope  ,or because of the need to advertise heavily to be successful. Alternatively, Internet banking could offer entry and expansion opportunities that small banks traditionally lacked. Internet banking presents policy makers and regulatory authorities with a set of significant challenges. Changes to the structure and functioning of financial institutions are challenging a regulatory structure that was developed based on increasingly outdated lines of demarcation among types of financial institutions. In XE "In"  addition, existing regulatory policies have to be adapted to the new realities of e-commerce as Internet banking accentuates or lessens various existing public policy concerns, and in some cases, raises entirely new concerns. Finally, traditional methods of safety and soundness supervision must adapt to the changing nature and scope of risks, and the possible creation of new types of risks for banks.
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1. XE "1."   INTRODUCTION XE "1. INTRODUCTION"                                                  

Banking XE "Banking"  over the Internet has attracted increasing attention since the late 1990s from banks, brokerage houses, and insurance companies, as well as the business press, regulators, and law makers all over the world. This attention has been due, in part, to the rapid and significant growth in electronic commerce (e-commerce) and to the notion that electronic banking and payments are likely to advance more or less in tandem with e-commerce. Industry analyses outlining the potential impact of Internet banking on cost savings, revenue growth, and increased customer convenience have generated considerable interest and speculation. Public policy issues emerging with the development of Internet banking are themselves generating increased attention, from banking regulators and other government officials. 

The purpose of this seminar is to help fill significant gaps in knowledge about the Internet banking landscape. The report presents the related technology, security issues and data, drawn from a survey of some highly reputed banks that offer Internet banking and on the products and services they offer. In XE "In"  addition, it investigates the profile of banks that offer Internet banking, using univariate statistical analysis, relative to other banks with respect to profitability, cost efficiency, and other characteristics. Separately, the report examines de novo banks, to investigate the extent to which new entrants are embracing Internet banking technology. The report develops and tests empirical models to explain which banks choose to adopt  XE "The report develops and tests empirical models to explain which banks choose to adopt" Internet banking and, among “early adopters,” which choose to offer a relatively wide array of Internet banking products and services. XE "Internet banking and, among “early adopters,” which choose to offer a relatively wide array of Internet banking products and services."  

The main findings can be summarized as follows: XE "The main findings can be summarized as follows:" 
• In XE "In"  US only 20 percent of national banks offered Internet banking in the third quarter (Q3) of 1999. As a group, these “Internet banks” accounted for almost 90 percent of national banking system assets and 84 percent of small deposit accounts.

• All of the largest banks across the globe offers Internet banking, while only about 7 percent of the smallest banks offers it. Among institutions offering Internet banking, large banks are far more likely than small banks to offer a broad range of services over the Internet.

• Banks of all sizes that offer Internet banking tend to rely less on interest-yielding activities and core deposits than non-Internet banks do. XE "activities and core deposits than non-Internet banks do." 
• Bank profitability is strongly correlated with Internet banking, but offering Internet banking does not have a statistically significant impact on profitability. Rather, the  XE "banking does not have a statistically significant impact on profitability. Rather, the" aggressive business posture of early adopters of Internet banking probably explains both their relatively higher profitability and their decision to offer Internet banking. XE "aggressive business posture of early adopters of Internet banking probably explains both their relatively higher profitability and their decision to offer Internet banking." 
• Among the key characteristics of banks that explain which have chosen to offer Internet banking are the following: 

· Membership in a bank holding company, XE "Membership in a bank holding company," 
· Physical location of the bank in an urban area, XE "Physical location of the bank in an urban area,"  

· A relatively higher ratio of premises and other fixed expenses to net operating revenue. XE "A relatively higher ratio of premises and other fixed expenses to net operating revenue." 
· Higher non interest income, profitability, and efficiency than non-Internet banks. XE "Higher non interest income, profitability, and efficiency than non-Internet banks." 
• Among banks that offer Internet banking, larger banks and banks that have offered this service for a longer time were significantly more likely to offer a wider range of services XE "service for a longer time were significantly more likely to offer a wider range of services"  over the Internet. Large banks have more aggressive plans to offer business Internet banking services in the future than smaller institutions. XE "over the Internet. Large banks have more aggressive plans to offer business Internet banking services in the future than smaller institutions." 
• Projections based on banks’ plans as of Q3 1999 indicate that 45 percent of all national banks in US will offer Internet banking. Those banks will account for 95 percent of the assets and 93 percent of the small deposit accounts at national banks.

• Customer use of Internet banking is disproportionately concentrated among a few large banks. On the basis of an analysis of data from private sector studies, the five banks with the greatest number of on-line customers are estimated to account for almost 36 percent of all Internet banking users. By XE "By"  comparison, the same five banks account for only 20 percent of small deposit accounts.

2. XE "2."  Internet Banking: Definitions and Background XE "2. Internet Banking: Definitions and Background" 
Internet banking is the use of the Internet as a remote delivery channel for banking services, including traditional services, such as opening a deposit account or transferring funds among different accounts, as well as new banking services, such as electronic bill presentment and payment, which allow customers to receive and pay bills over a bank’s Web site. Banks offer Internet banking in two main ways. First, an existing bank with physical offices can establish a Web site and offer its customers Internet banking in addition to its traditional delivery channels. Second, a bank may be established as a “virtual,” “branchless,” or “Internetonly” bank, with a computer server at its heart that is housed in an office that serves as the bank’s legal address or at some other location. Virtual banks may offer customers the ability to make deposits and withdraw funds at automated teller machines (ATMs) or other remote delivery channels owned by other institutions.

With this in mind, Figure 2-1 offers an approximation of the “supply” of Internet banking from the end of 1997 through the end of 1999. During that time, according to estimates by the Federal Deposit Insurance Corporation (FDIC), and Couch and Parker (2000), the number of banks and thrifts with Web sites more than doubled from approximately 1500 to 3500; by yearend 1999, approximately one-third of the 10,000 U.S. banks and thrifts had Web sites. Approximately 1,100 of those Web sites were transactional, i.e., they allowed customers to conduct business on-line, while the remainder were information-only sites.
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2. XE "2." 1   Key Characteristics of Banks Offering Transactional Internet XE "2.1   Key Characteristics of Banks Offering Transactional Internet"                                                     

        Banking XE "Banking" 
Advancements in information technology have made it possible for banks to use the Internet as a delivery channel for banking services. By XE "By"  using the Internet, as compared to previously available “proprietary” or “dialup” PC banking, banks have the potential to reach a large number of customers at a low incremental cost. There are a number of reasons to believe that there is great potential for Internet banking despite the lackluster experience of proprietary systems. In XE "In"  recent years, we have the seen the development of an electronic and communications infrastructure that could facilitate the adoption of Internet banking. There are some key reasons which are as follows:

· The astounding growth in the Internet, a recent study indicates that 40 percent of Internet users are willing to conduct a financial transaction on-line.

· In XE "In"  addition, innovations in technology hold great promise for improving the quality and functionality of on-line services. XE "In addition, innovations in technology hold great promise for improving the quality and functionality of on-line services." 
· The openness of the Internet allows banks to avoid the problems associated with the distribution of software and updates that are found in proprietary PC banking. XE "The openness of the Internet allows banks to avoid the problems associated with the distribution of software and updates that are found in proprietary PC banking."  

2. XE "2." 2   Few Banks Offer Transactional Internet Banking XE "2.2   Few Banks Offer Transactional Internet Banking" 
Very few banks offer transactional Internet banking. Table 2. XE "2." 2 shows that 4.2 percent of the 8,983 commercial banks offered transactional Internet banking as of June 30, 1998. National banks were slightly more likely to offer transactional Internet banking than state banks; even so, only 6.3 percent of national banks did. Nevertheless, Table 2.2 also shows that the small group of banks offering transactional Internet banking accounted 
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                                   Table2.2 showing the banks that uses Internet Banking XE "Table2.2 showing the banks that uses Internet Banking" 
for almost 40 percent of all commercial bank assets. Transactional Internet banks with a national charter accounted for 61 percent of national banking system assets. Producing a comprehensive “count” of proprietary PC banking is another story. XE "for almost 40 percent of all commercial bank assets. Transactional Internet banks with a national charter accounted for 61 percent of national banking system assets. Producing a comprehensive “count” of proprietary PC banking is another story."  

2. XE "2." 3     Key Internet Banking Characteristics XE "2.3     Key Internet Banking Characteristics" 
Virtually all banks with transactional Internet banking provides following facilities to their customers: XE "Virtually all banks with transactional Internet banking provides following facilities to their customers:" 
I. To open an account on-line. But there is uncertainty in banks’ ability to know a customer on-line without in-person identification. XE "To open an account on-line. But there is uncertainty in banks’ ability to know a customer on-line without in-person identification." 
II. Few banks had provisions for applying for a loan on-line. These lower percentages may in part be due to uncertainty about the validity of alternatives to handwritten signatures. Offers customers the ability to check their account balances and history, and transfer moneys between their accounts.

III. Three-fourths of banks with transactional Internet capabilities offered customers an electronic bill payment service; almost 80 percent of national banks with transactional Internet banking offered this service. Electronic bill payment allows the bank’s customers to instruct the bank to make payments electronically. The bank then either sends an automated clearing house (ACH) payment or a paper check. In XE "In"  either case, the customer’s account is debited for the amount of the payment. Customer use of electronic bill payment is not yet widespread, but many observers believe there is likely to be a sudden, large increase in customer demand for this technology. 

IV. The use of electronic payment media—credit cards, debit cards. In XE "In"  terms of number of transactions, credit cards are ahead of both ACH transactions and debit cards, accounting for almost three-quarters of all electronic retail payments in the United States.  However, the most startling growth was in debit card use, as Figure 2. XE "2." 3 shows. Though currently accounting for less than 12 percent of retail electronic payments, debit card use soared four-fold in volume terms and five-fold in value terms from 1992 to 1996. Many debit card transactions occur at point of sale (POS) terminals, and there was correspondingly steep growth in number of POS terminals over the 1992-to-1996 period.
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                                     Table 2.3 Growth of e-transactions XE "Table 2.3 Growth of e-transactions" 
Some industry observers believe that access to Internet banking services is likely to become increasingly important to small and medium-size businesses. We know of no precise analysis measuring the demand for such a service by businesses, but some observers suggest that, in general, both small and large banks have stepped up efforts to gain more small- and medium-size-business customers. 

2. XE "2." 4 Developments in Electronic Payment Processes XE "2.4 Developments in Electronic Payment Processes" 
The development of electronic payment media can be seen as the spearhead for broader developments in electronic payment processes and electronic banking. Many analysts and industry participants believe that the future of electronic retail payments will come from expanding the scope of the information exchanged in:

I. End-to-End electronic business-to-business. XE "End-to-End electronic business-to-business." 
II. Consumer-to-business transactions. XE "Consumer-to-business transactions." 
Incorporating all of the transaction information into a smooth and efficient end to end electronic transaction has the potential to generate great efficiencies for both consumers and businesses through the elimination of the relatively costly paper components of transactions. This perceived potential for efficiency gains is driving investments in these processes, and it also explains the motivation behind the intense competition by banks and other businesses to become leaders in the implementation of new payments processes. This stands in contrast to the growing use of e-money in other areas of the world, as indicated in Figure. Though there are no widespread open e-money systems operating in the United States, there has been steady growth in e-money use within limited systems on college campuses, military bases, stadiums etc.
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2. XE "2." 5 Situation in India XE "Situation in India" 
Banks and financial institutions in India are in the process of Web-enabling their services in order to offer Internet banking to its customers. The RBI has drafted certain Internet banking guidelines that have to be followed by banks about to venture into online banking. It's the new generation of banking in India. Most private and MNC banks have already setup an elaborate Internet banking infrastructure. Multi-national and private sector banks in India have been very successful in setting up Internet banking services. This is mainly because these banks already had a robust automated banking environment on which they could build the Internet banking infrastructure. Most multi-national banks already have efficient Internet banking infrastructures running in other countries which could be emulated in India. And the private banks, which are relatively young, did not have to carry the burden of legacy systems. They merely invested in best-of-breed Internet banking solutions from the start.

In XE "In"  a fix XE "In a fix" 
Unfortunately nationalized banks have been unable to evolve as fast as most private sector and MNC banks. As a result, in many organizations there may be a mix of automated systems and manual systems, with both systems running parallel, and using half-baked applications created by smaller vendors which run in certain departments. 

This is a typical situation at a usual nationalized bank: XE "This is a typical situation at a usual nationalized bank:" 
· A very large network of branches nationwide growing fast XE "A very large network of branches nationwide growing fast"  

· Lack of connectivity in remote locations XE "Lack of connectivity in remote locations"  

· A very large base of customers increasing fast XE "A very large base of customers increasing fast"  

· 75-80 percent automation in main branches with less automation in remote cities and smaller branches XE "75-80 percent automation in main branches with less automation in remote cities and smaller branches"  

· Large amount of legacy equipment which doesn't integrate well with other systems XE "Large amount of legacy equipment which doesn't integrate well with other systems"  

· Inefficient and outdated applications in some departments which are not flexible and don't integrate well with other applications XE "Inefficient and outdated applications in some departments which are not flexible and don't integrate well with other applications"  

· Slow-to-change mentality of an Indian customer who is used to dealing with a human teller XE "Slow-to-change mentality of an Indian customer who is used to dealing with a human teller"  

Web-enabling banks with such infrastructure and number of branches nationwide at one go is a near-impossible task. However each of the challenges can be overcome with good planning, phased implementation, and lots of grit on the part of the management. XE "Web-enabling banks with such infrastructure and number of branches nationwide at one go is a near-impossible task. However each of the challenges can be overcome with good planning, phased implementation, and lots of grit on the part of the management."  

3.  The Technology: Online Payment Processing XE "3.  The Technology: Online Payment Processing" 
Internet banking sites offer financial services products to customers in three basic formats: XE "Internet banking sites offer financial services products to customers in three basic formats:" 
I. Information Only: like a printed brochure, but presents information online, may include unsecured email contact, with no customer identification or verification required. XE "Information Only: like a printed brochure, but presents information online, may include unsecured email contact, with no customer identification or verification required." 
II. Information Exchange: customer information such as name, address and account information may be collected or displayed, with possible secure email and/or data transfer, with verification of customer identification (authentication) required. XE "Information Exchange: customer information such as name, address and account information may be collected or displayed, with possible secure email and/or data transfer, with verification of customer identification (authentication) required."  
III. Transactional: Customer account information inquiry, viewing and, at a minimum, financial transactions such as balance transfers are provided, with strong customer authentication required.

3.1 Accepting Payments Online—An Essential Step for E-Banking XE "3.1 Accepting Payments Online—An Essential Step for E-Banking" 
According to Ipsos-Reid, a leading research company, of the 100 million Americans who use the Internet, half of them will spend at least $500 on online transactions this year. This means that if you're not selling online, you're missing a significant revenue opportunity. Online XE "Online"  payment processing offers a customer the convenience of submitting their credit card or other forms of payment on your Web site. Purchasing online may seem to be quick and easy, but most consumers give little thought to the process that appears to work instantaneously. For it to work correctly, there must be a network of banks (both acquiring and issuing banks), processors, and other financial institutions so that payment information provided by the customer can be routed securely and reliably. The solution is a payment gateway that connects your customer to these institutions and processors. Because payment information is highly sensitive, trust and confidence are essential elements of any payment transaction. This means the gateway should be provided by a company with in depth experience in payment processing and security. 

3.2 The Payment Processing Network XE "The Payment Processing Network" 
Here's a breakout of the participants and elements involved in processing payments:

• Acquiring Bank: In XE "In"  the online payment processing world, an Acquiring Bank provides Internet Merchant accounts. A merchant must open an Internet Merchant Account with an Acquiring Bank to enable online credit card authorization and payment processing. Examples of Acquiring Banks include Merchant e-Solutions and most major banks.

• Authorization: The process by which a customer's credit card is verified as active and that they have the credit available to make a transaction. In XE "In"  the online payment processing world, an authorization also verifies that the billing information the customer has provided matches up with the information on record with their credit card company.

• Credit Card Association: A financial institution that provides credit card services that are branded and distributed by Customer Issuing Banks. Examples include Visa® and MasterCard®.

• Customer: The holder of the payment instrument—such as credit card, debit card, or electronic check.

• Customer Issuing Bank: A financial institution that provides a customer with a credit card or other payment instrument. Examples include Citibank, Suntrust, etc. During a purchase, the Customer Issuing Bank verifies that the payment information submitted to the merchant is valid and that the customer has the funds or credit limit to make the proposed purchase.

• Internet Merchant Account: A special account with an Acquiring Bank that allows the merchant to accept credit cards over the Internet. The merchant typically pays a processing fee for each transaction processed, also known as the discount rate. A merchant applies for an Internet Merchant Account in a process similar to applying for a commercial loan. The fees charged by the Acquiring Bank will vary.

• Merchant: Someone who owns a company that sells products or services.

• Payment Gateway: A service that provides connectivity among merchants, customers, and financial networks to process authorizations and payments. The service is usually operated by a third-party provider. XE "operated by a third-party provider."  

• Processor : A large data center that processes credit card transactions and settles funds to merchants. The processor is connected to a merchant's site on behalf of an acquiring Bank via a Payment Gateway. XE "Acquiring Bank via a Payment Gateway." 
• Settlement: The process by which transactions with authorization codes are sent to the processor for payment to the merchant. Settlement is a sort of electronic bookkeeping procedure that causes all funds from captured transactions to be routed to the merchant's acquiring bank for deposit.
3.3 How Payment Processing Works XE "How Payment Processing Works" 
Payment processing in the online world is similar to payment processing in the offline or “Brick and Mortar” world, with one significant exception. In XE "In"  the online world, the card is “not present” at the transaction. This means that the merchant must take additional steps to verify that the card information is being submitted by the actual owner of the card. Payment processing can be divided into two major phases or steps: authorization and settlement. Authorization verifies that the card is active and that the customer has sufficient credit available to make the transaction. Settlement involves transferring money from the customer’s account to the merchant’s account.
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3.4 Payment Processing—Authorization XE "Payment Processing—Authorization"              

  “Brick and Mortar”

1. XE "1."  Customer selects item(s) to purchase, brings them to cashier, and hands credit card to Merchant. XE "1. Customer selects item(s) to purchase, brings them to cashier, and hands credit card to Merchant." 
2. XE "2."  Merchant swipes card and transfers transaction information to a point of sale terminal. XE "2. Merchant swipes card and transfers transaction information to a point of sale terminal." 
3. Point of sale terminal routes information to the Processor via dial-up connection (for the purposes of the graphic above, the point of sale terminal takes the place of the Payment Gateway in the offline world). XE "3. Point of sale terminal routes information to the Processor via dial-up connection (for the purposes of the graphic above, the point of sale terminal takes the place of the Payment Gateway in the offline world)." 
4. Processor sends information to the Issuing Bank of the Customer's credit card. XE "4. Processor sends information to the Issuing Bank of the Customer's credit card." 
5. Issuing Bank sends transaction result (authorization or decline) to the Processor. XE "5. Issuing Bank sends transaction result (authorization or decline) to the Processor." 
6. Processor routes transaction result to the point of sale terminal. XE "6. Processor routes transaction result to the point of sale terminal." 
7. Point of sale terminal shows Merchant whether the transaction was approved or declined. XE "7. Point of sale terminal shows Merchant whether the transaction was approved or declined." 
8. Merchant tells the Customer the outcome of the transaction. If approved, Merchant has the Customer sign the credit card receipt and gives the item(s) to the Customer. XE "8. Merchant tells the Customer the outcome of the transaction. If approved, Merchant has the Customer sign the credit card receipt and gives the item(s) to the Customer." 
Online XE "Online" 
1. XE "1."  Customer decides to make a purchase on Merchant’s Web site, proceeds to check-out and inputs credit card information. XE "1. Customer decides to make a purchase on Merchant’s Web site, proceeds to check-out and inputs credit card information." 
2. XE "2."  The Merchant’s Web site receives customer information and sends transaction information to Payment Gateway. XE "2. The Merchant’s Web site receives customer information and sends transaction information to Payment Gateway." 
3. Payment Gateway routes information to the Processor. XE "3. Payment Gateway routes information to the Processor." 
4. Processor sends information to the Issuing Bank of the Customer’s credit card. XE "4. Processor sends information to the Issuing Bank of the Customer’s credit card." 
5. Issuing Bank sends transaction result (authorization or decline) to the Processor. XE "5. Issuing Bank sends transaction result (authorization or decline) to the Processor." 
6. Processor routes transaction result to the Payment Gateway. XE "6. Processor routes transaction result to the Payment Gateway." 
7. Payment Gateway passes result information to Merchant. XE "7. Payment Gateway passes result information to Merchant." 
8. Merchant accepts or rejects transaction and ships goods if necessary. Because this is a “Card Not Present” transaction, the Merchant should take additional precautions to ensure that the card has not been stolen and that the customer is the actual owner of the card. See the “What You Should Know About Fraud XE "What You Should Know About Fraud" ” section for more information on preventing fraudulent transactions. XE "on preventing fraudulent transactions." 
3.5 Payment Processing—Settlement XE "Payment Processing—Settlement" 
The settlement process transfers authorized funds for a transaction from the customer’s bank account to the merchant’s bank account. The process is basically the same whether the transaction is conducted online or offline. XE "The settlement process transfers authorized funds for a transaction from the customer’s bank account to the merchant’s bank account. The process is basically the same whether the transaction is conducted online or offline." 
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3.6 What You Should Know About Fraud XE "What You Should Know About Fraud"  

Credit card fraud can be a significant problem for customers, merchants, and credit card issuers. Liability for fraudulent transactions belongs to the credit card issuer for a card-present, in-store transaction, but shifts to the merchant for “card not present”  transactions, including transactions conducted online. This means that the merchant does not receive payment for a fraudulent online transaction. Important Fraud Prevention Steps:

1. XE "1."  Choose a payment services provider that is well established and credible. Your provider should also have in-depth experience in and a strong track record for transaction security. XE "1. Choose a payment services provider that is well established and credible. Your provider should also have in-depth experience in and a strong track record for transaction security." 
2. XE "2."  Make sure your payment gateway provider offers real-time credit card authorization results. This will ensure that the credit card has not been reported as lost or stolen and that it is a valid card number. XE "2. Make sure your payment gateway provider offers real-time credit card authorization results. This will ensure that the credit card has not been reported as lost or stolen and that it is a valid card number." 
3. One of the simplest ways to reduce the risk of a fraudulent transaction is to use Address Verification Service (AVS).This matches the card holder billing address on file with the billing address submitted to ensure that the card holder is the card owner.

4. Use Card Security Codes, known as CVV2 for Visa, CVVC for MasterCard, and CID for American Express®. For American Express, the code is a four digit number that appears on the front of the card above the account number. For Visa and MasterCard, the code is a three-digit number that appears at the end of the account number on the back of the card. The code is not printed on any receipts and provides additional  assurance that the actual card is in possession of the person submitting the transaction. As a merchant, you can ask for this code on your online order form. Even if you do not use this for processing, simply asking for it acts as a strong deterrent against fraud. 

5 .Watch for multiple orders for easily resold items such as electronic goods purchased on the same credit card. XE "5 .Watch for multiple orders for easily resold items such as electronic goods purchased on the same credit card." 
6. Develop a negative card and shipping address list and crosscheck transactions against it. Many perpetrators will go back to the same merchant again and again to make fraudulent transactions. XE "6. Develop a negative card and shipping address list and crosscheck transactions against it. Many perpetrators will go back to the same merchant again and again to make fraudulent transactions." 
3.7   Security Measures

The delivery of Internet banking products must not only be fast, efficient and economical, but secure. To do business on the Internet, at a minimum, a web server and a network connection to the Internet are needed. An Internet Service Provider (ISP) often provides the network connection. Once a web server is connected to the Internet it is subject to attack. Attackers range from disgruntled employees, to amateurs experimenting, to disciplined hackers, systematically probing systems for vulnerabilities and preparing for future attacks. Malicious competitors, foreign governments or their agents may employ the latter. Because of this, public confidence in the safety of Internet transactions is low. Also, technologies that provide robust security solutions are often complex and costly to administer effectively.  Security breeches can erode public confidence, destroy a good name and hinder the desired growth. Thus, caution is needed to effectively manage risk where expertise and experience are limited.

3.7.1 Threats & Attacks

Internet connected systems are vulnerable to a variety of known threats. XE "Internet connected systems are vulnerable to a variety of known threats." 
Hostile code: XE "Hostile code:" 
· Viruses XE "Viruses" 
· Trojan horses XE "Trojan horses" 
· Worms XE "Worms" 
Malicious acts: XE "Malicious acts:" 
· Distributed denial of service XE "Distributed denial of service" 
· Content defacement XE "Content defacement" 
· Loss of system control XE "Loss of system control" 
· Message floods XE "Message floods" 
· Denial of service XE "Denial of service" 
· Spoofing XE "Spoofing" 
Fraudulent activity: XE "Fraudulent activity:" 
· Information theft XE "Information theft" 
· Stolen IDs and passwords XE "Stolen IDs and passwords" 
· Unauthorized use XE "Unauthorized use" 
· Identity theft XE "Identity theft" 
· False identity XE "False identity" 
· Financial fraud XE "Financial fraud" 
· Social engineering XE "Social engineering" 
· Extortion XE "Extortion" 
Known vulnerabilities: XE "Known vulnerabilities:" 
· Buffer overflows XE "Buffer overflows" 
· Protocol exploits XE "Protocol exploits" 
· Failure to update/fix software XE "Failure to update/fix software" 
[image: image8.png]



A well thought out and well designed security strategy and architecture is needed to address the numerous risks associated with doing business on the Internet. XE "A well thought out and well designed security strategy and architecture is needed to address the numerous risks associated with doing business on the Internet."  

3.7.2 Security Layers

To effectively prevent, detect, and correct intrusions controls and procedures are needed. Effective of an Internet banking site requires a multi-layered foundation for an effective security architecture security policies. Ideally, these policies balance objectives. Additional layers build on this foundation levels of security, confidentiality and control requirements. Different threats and attacks target or components of an e-commerce infrastructure. 

Policy, Procedures and Documentation: XE "Policy, Procedures and Documentation:" 
· Standards XE "Standards" 
· Hardware configuration/network design XE "Hardware configuration/network design" 
· Operating System (OS) hardening XE "Operating System (OS) hardening" 
· Scanning and penetration testing XE "Scanning and penetration testing" 
· Intrusion detection XE "Intrusion detection" 
· Incident response XE "Incident response" 
· Periodic vulnerability assessment XE "Periodic vulnerability assessment" 
· Virus scanning XE "Virus scanning" 
· Monitoring security alerts XE "Monitoring security alerts" 
· Applying software fixes/workarounds XE "Applying software fixes/workarounds" 
Access and Process controls: XE "Access and Process controls:" 
· Physical access controls XE "Physical access controls" 
· Logical access controls XE "Logical access controls" 
· Application controls XE "Application controls" 
· Change detection XE "Change detection" 
· Activity logging and review XE "Activity logging and review" 
· Encryption XE "Encryption" 
· Firewalls XE "Firewalls" 
To be effective, controls will address prevention, detection and correction issues. Security controls must consider the various physical and logical layers implicit in various protocols and technologies. Risk ranking and assessment tools have been designed to perform systematic risk analysis. Also risk assessment and management process will need to be iterative and continuous. Further, organizations will need to design methodologies that can effectively respond to rapid change, yet are comprehensive and flexible enough to identify and mitigate emerging risks.

3.7.3 How to Build an Infrastructure for Trusted E-Banking XE "Banking" 
The solution for meeting each of the goals above includes two essential components: XE "The solution for meeting each of the goals above includes two essential components:" 
I. Digital certificates for Web servers, to provide authentication, privacy and data XE "Digital certificates for Web servers, to provide authentication, privacy and data" 
           integrity through encryption XE "integrity through encryption" 
II. A secure online payment management system, to allow e-commerce Web sites to securely and automatically accept, process, and manage payments online XE "A secure online payment management system, to allow e-commerce Web sites to securely and automatically accept, process, and manage payments online" 
3.8 Overview: Public Key Cryptography & Digital Certificates
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Computer Viring a simple scrambling algorithm to modify the bits. If this scrambling is done repeatedly, then there is no known practical way to predict the outcome it is not in general practical for someone to modify the original data in any way while ensuring that the same output will emerge from the hash function. These hash-based signature algorithms use a cryptographically secure hash function such as Message Digest 5 (MD-5) or Secure Hash Algorithm (SHA) to produce a hash value from a given piece of data. Because the digital signature process is central to the idea of a digital certificate and in turn, the digital certificate is the primary tool to ensure e-commerce security it’s useful to look at a diagram of the process:
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         Fig 3.2.3.1 Steps in forming and verifying a digitally signed message XE "Fig 3.2.3.1 Steps in forming and verifying a digitally signed message" 
The figure illustrates the steps taken by a sender in forming a digitally signed message as well as the steps a recipient takes in verifying that the signed message is valid. The first step is to take the original message and compute a “digest” of the outgoing message using a hashing algorithm. The result is a “message digest,” which is typically is depicted as a long string of hexadecimal digits (and manipulated by software as binary data). In XE "In"  the next step, the sender uses his private key to encrypt the message digest. The original message content, together with the encrypted digest, forms a digitally signed message, as depicted in the center of the figure. This digitally signed message is suitable for delivery to the recipient. On receipt, the receiver verifies the digital signature using an inverse set of steps: first the encrypted digest is decrypted using the sender’s public key. Next, this result is compared to an independent computation of the message digest value using the hashing algorithm. If the two values are the same, the message has been successfully verified. Note that no actual encryption of the message content itself need take place. Only the digital signature itself is encrypted while the message is in transit (unless, of course there are privacy concerns, in which case the message content should be encrypted as well). Why is a digital signature compelling evidence that only the intended signer could have created the message? For example, what if interlopers were to change the original message? It was not encrypted, after all, and could have been changed by a third party in transit. The answer is that if such a change had been made, then the decrypted, original message digest wouldn’t have matched the recomputed one for the changed data in the message Verification of the digital signature would fail. Similarly, the creation of a bogus signature is impractical because an interloper doesn’t have the appropriate private key.

6. Digital Certificates XE "6. Digital Certificates" 
A digital certificate is an electronic file that uniquely identifies individuals and Web sites on the Internet and enables secure, confidential communications. It associates the name of an entity that participates in a secured transaction (for example, an e-mail address or a Web site address) with the public key that is used to sign communication with that entity in a cryptographic system. Typically, the “signer” of a digital certificate is a “trusted third party” or “Certificate Authority” (CA)  that all  participants to the use of the such certificates agree is a point of secure storage and management of the associated private signing key. The CA issues, creates, and signs certificates as well as possibly playing a role in their distribution. Using digital certificates simplifies the problem of trusting that a particular public key is in fact associated with a participating party, effectively reducing it to the problem of “trusting” the associated CA service. Digital certificates therefore can serve as a kind of digital passport or credential. This approach represents an advance in the key management problem because it reduces the problem of bootstrapping trust to the problem of setting up (or in today’s marketplace, selecting as a vendor) the appropriate CA functionality. All parties that trust the CA can be confident that the public keys that appear in certificates are valid.
4. A Model Enterprise E-commerce Configuration XE "A Model Enterprise E-commerce Configuration" 
The model illustrates some of the common components and terminology of an enterprise e-commerce configuration.  Often the Internet or other external networks are known as untrusted networks, because they lack access controls designed to protect the enterprise’s Intranet. In XE "In"  our model a single web server is placed between two perimeter firewalls, an inner and an outer firewall. A network segment between the inner and outer firewalls acts as a buffer between trusted and untrusted networks and is called the DMZ. The extension of the enterprise’s intranet to provide products and services to external customers via the Internet is referred to as an extranet. Perimeter firewalls are also called gateways because they regulate incoming and outgoing traffic. This configuration can accommodate secure internal enterprise access to the Internet, protection from outside access to the intranet, and also provide another zone of control for web servers and services that must communicate with internal and external  networks. This kind of configuration can securely support fully transactional Internet banking sites. Effective and consistent security over time requires thorough and up to date policies, well executed implementation of policy and constant vigilance. 

               
[image: image10]
5. Case Study: Yes, Intrusions Do Happen
In XE "In"  2001Internet Banking XE "Banking"  Liability Policy was introduced. Within just a few months, however, we have been put on notice of three actual scenarios that have occurred and could lead to Internet banking liability on the part of our insureds. Two incidents involve hacker intrusion into the systems of reputable, major Internet banking service providers; the third involves the closing of another prominent Internet banking provider. It is important to recognize that in each of these scenarios, there was no wrongdoing on the part of the financial institutions - the liability arose from their reliance on the Internet service provider. Further, in each of these scenarios many financial institutions were impacted, as banks rely on service providers that service many customers nationwide.  

Recently, someone hacked into the servers of a prominent and reputable Internet banking vendor. While it appears that as of yet no money has been transferred between accounts or outside the impacted banks, account information of many banks was viewed. Forensic investigation revealed that nothing was downloaded; however, it is impossible to detect whether information was potentially “saved as” a file on the hacker’s system. It appears that over 100 banks had their account information hacked.

The vendor took the server down for several days and notified the banks impacted. These banks each had between 10 and 1,800 customers as online customers. The impacted banks took various steps in response to the situation: XE "The vendor took the server down for several days and notified the banks impacted. These banks each had between 10 and 1,800 customers as online customers. The impacted banks took various steps in response to the situation:" 
• Some notified their customers of the situation immediately;

• Some provided complete information on what happened;

• Some notified Progressive of potential claims;

• Some established hotlines for information;

• Some changed account numbers and passwords and reprinted checks.

And some banks did nothing at all. XE "And some banks did nothing at all." 
It is critical that any bank faced with a potential Internet banking intrusion consult with counsel immediately and seriously consider how it will communicate with customers in response to these situations. XE "It is critical that any bank faced with a potential Internet banking intrusion consult with counsel immediately and seriously consider how it will communicate with customers in response to these situations."  

An important step in the bank’s Internet banking implementation process should be a disaster recovery plan in case of an intrusion. XE "An important step in the bank’s Internet banking implementation process should be a disaster recovery plan in case of an intrusion."  

5.1 Potential Ensuing Liability Exposures XE "Potential Ensuing Liability Exposures" 
In XE "In"  case the customer sues the bank the lawsuits may be frivolous, the defense costs, nuisance and subsequent unfavorable publicity could be considerable to the community banker. XE "In case the customer sues the bank the lawsuits may be frivolous, the defense costs, nuisance and subsequent unfavorable publicity could be considerable to the community banker." 
Consider these potential situations: XE "Consider these potential situations:" 
• Customer A alleges Invasion of Privacy and resulting mental anguish and emotional distress related to the exposure of her confidential information.

• Customer B alleges negligence of the bank in allowing unauthorized access to his account.

• Customer C was unable to access funds when the server was down for several days and could not complete a business transaction; he files suit against the bank alleging loss of a business opportunity.

• Customer D is issued a new account number and checks as a result of the hack; a previously written check held for 60 days by a business partner is not honored as the account is now closed; the customer sues the bank for defamation, mental anguish and emotional distress. XE "emotional distress."  

• The bank’s shareholders sue bank management for negligence in selecting an Internet vendor and not ensuring that controls are in place to prevent unauthorized access.

• Customers sue bank management for negligence in selecting an Internet vendor and not ensuring that controls are in place to prevent unauthorized access.

• The bank places an announcement about the situation on its website in an attempt to counter negative publicity. The Internet banking vendor sues the bank for defamation stating that the announcement hurt their credibility within the industry.

• Six months after the intrusion, Customer E is denied credit and determines that account information obtained through the hack was used to steal his identity; he sues the bank for negligence, mental anguish and emotional distress. XE "emotional distress."  

• Twelve months after the intrusion, Customer F is denied credit and determines that account information obtained through the hack was used to steal his identity; he sues the bank for negligence, mental anguish and emotional distress. XE "emotional distress." 
5.2 Other Potential Exposures/Costs XE "Other Potential Exposures/Costs" 
Other potential exposures and unforeseen expenses may include: XE "Other potential exposures and unforeseen expenses may include:" 
• Negative publicity

• Public relations expense to address negative publicity

• Loss of customer confidence/loss of customers

• Costs to communicate with customers

• Costs to change account numbers, passwords, checks, etc.

5.3 Insurance Considerations XE "Insurance Considerations" 
A Internet Banking XE "Banking"  Protection Package to cover the gaps where traditional financial institution insurance policies do not apply. While the actual response of the various policies will depend upon the particulars of the claim and the terms of the specific policy in force, the following identifies gaps in traditional insurance coverage.
5.4 Business Interruption XE "Business Interruption" 
In XE "In"  this case, the Internet banking provider took the server down for several days until it could determine the extent of the damage and ensure that the system was once again secure. The cost of this service interruption to the bank - including customer inability to transact business and the costs of responding to customer issues – is difficult to measure but can be significant. Most banks do not carry general “brick and mortar” Business Interruption XE "Business Interruption"  coverage in their insurance since customers can be rerouted to other branches (or online!). System corruption, however, is a much farther-reaching type of corruption. Standard Business Interruption coverage would not cover the expenses related to an Internet banking intrusion since coverage is restricted to certain

named perils, such as fire, wind and hail. XE "named perils, such as fire, wind and hail."  

5.5 Public Relations Expense XE "Public Relations Expense" 
A bank’s greatest assets are its relationships with its customers and their confidence in the institution. If there is negative publicity, the institution will likely need to take steps to communicate with customers regarding what has occurred and to restore the bank’s reputation. 

5.6 Diffusion of Internet Banking in South Africa XE "Diffusion of Internet Banking in South Africa" 
The current trend in the electronic revolution, which has set in motion the South African banking sector, appears to be Internet banking. But there are various internal, industry and macro –level factors such as technological changes, budget constraints, data security and privacy that affect the diffusion of Internet Banking XE "Banking"  services and products in South Africa. Consequently, the action taken by bankers and policy makers in appropriately addressing these critical issues will determine the diffusion of Internet banking. 

The findings revealed that issues such as security, technology, infrastructure developments and market motivators are significant factors that affect the diffusion of Internet Banking products and services in South Africa. XE "The findings revealed that issues such as security, technology, infrastructure developments and market motivators are significant factors that affect the diffusion of Internet Banking products and services in South Africa."  
6. Internet Banking XE "Banking"  Challenges

It is clear that delivering financial services products via the Internet has the potential to reach a large customer base across a wide geographic area and to deliver those products at a low cost. Technology enabling Internet banking is widely available. However, several challenges persist.

· Customer confidence/acceptance/adoption/retention XE "Customer confidence/acceptance/adoption/retention" 
· Privacy and confidentiality concerns XE "Privacy and confidentiality concerns" 
· Secure transactions XE "Secure transactions" 
· Convenient, reliable access to electronic payment systems XE "Convenient, reliable access to electronic payment systems" 
· Universally accepted electronic payment vehicles XE "Universally accepted electronic payment vehicles" 
7. Future Developments

Banks must consider a number of complex issues as they position themselves to offer Internet banking products. Businesses will be challenged to rethink their processes to take advantage of new infrastructures, to leverage technology. Some promising technologies expected to expand market acceptance in the Internet banking arena are electronic bill presentment, digital signatures and wireless technology. Electronic bill presentment is the missing half of the electronic bill payment picture. The convergence of the two products (EBPP) has the potential to eliminate any need for paper-based billing and bill payment mechanisms for online customers. Businesses are moving quickly to take advantage of this emerging innovation. 

Digital or e-signatures promise to solve some of the persistent challenges in customer authentication. Scalability and vendor interoperability are critical issues. More work needs to be done to establish industry standards for PKI and e-signatures and to create robust and reliable vendor independent solutions. 

Wireless technology eliminates mobility constraints and enhances convenience, but not without some concerns. On the one hand, current encryption technology can safeguard customer privacy during wireless transmission. But on the other hand, wireless user devices are vulnerable to theft and customer identification systems continue to rely on relatively weak password authentication. Also, customer expectations of wireless technology may be frustrated by its current limitations. Speed and capacity issues currently constrain the wireless delivery channel. Despite needed improvement, the explosive growth of a customer base with cell phone and personal digital assistant capabilities is a potential ready-made market for new wireless Internet banking services. 

An emerging Internet business strategy to watch is account aggregation. Aggregators are positioned to provide emerging comprehensive account and financial management products and to compete with banks for customers. Aggregation raises security concerns over customer authentication and transaction authorization, as the aggregator acts as a middleman between the customer and financial service providers. To compete effectively, the Internet banker must look to the future and understand where new technology can enable new types of business processes and products, as well as, revolutionize old ones. 

8. Summary

The e-Banking XE "Banking"  market is driving rapid changes in business. The banking industry is under pressure to offer new products and services, as well as, traditional products over an Internet delivery channel. However, new types of business models are emerging, where businesses not formerly involved in banking are entering the fray either as purely electronic banks or via partnering relationships with established financial institutions. Businesses are pursuing the next break through which will create mass customer adoption of new products and that could revolutionize some segment of the Internet banking market, such as EBPP. Break-through solutions to today’s Internet banking challenges are being sought diligently and banks must be positioned to take advantage of new developments.

 A focused strategy is necessary to target the market segment that will increase business opportunity and expand market share. Expert resources must be developed either in-house or through outsourcing. In XE "In"  either case, a clear understanding of business requirements and risks is needed. Technology can be implemented poorly, resulting in increased risk and exposure, or well, resulting in  market leverage. Therefore, to succeed in today’s electronic markets a strategic and focused approach is required. Internal and external auditors play a critical role in evaluating this strategy and its implementation. Internet security is a complex and rapidly developing discipline. Market pressure may have the effect of forcing institutions to deploy Internet banking services before the product or infrastructure is ready. In addition, incomplete understanding and planning in the implementation of Internet connected components can raise the level of risk to the entire enterprise. Internet banking has arrived, is growing rapidly and is here to stay. Consumer confidence must be earned. Return on investment may take longer than expected. The legal, reputational and privacy risks are high and reasonable caution is required to avoid loss or embarrassment due to premature implementation of Internet banking products.
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