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                                             Abstract 

Backup and recovery are more important today than ever before. Take, for example, a recent announcement from a major database vendor that it now has the ability to process nearly half a million transactions per minute. That's three times the speed of the next-fastest database. 

What is significant about that kind of increase? It clearly shows that businesses today are demanding higher throughput as they continue to store and process more data. It wasn't long ago that people were measuring data volumes in terms of gigabytes. Today, however, it is commonplace to manage a full terabyte of data on a single server --that's roughly equivalent to the data contained in ten thousand 300-page novels. 

These huge volumes demonstrate our extreme reliance on data in today's business environment. But even as our reliance increases and volumes swell, so grows the importance of each individual piece of data making up those volumes. Few organizations can succeed without the assurance that each of their orders, payments, requests and inquiries are being properly fulfilled and processed.

1. Introduction of Backup and Recovery 
In general, backup and recovery refers to the various strategies and procedures involved in protecting our database against data loss and reconstructing the data should that loss occur. The reconstructing of data is achieved through  media recovery which refers to the various operations involved in restoring, rolling forward, and rolling back backup  database files. 

1.1. Oracle Backups: Basic Concepts
A backup is a copy of data. This copy can include important parts of the database such as the control file and data files. A backup is a safeguard against unexpected data loss and application errors. If you lose the original data, then you can reconstruct it by using a backup. 

 Backups are divided into physical backups and logical backups. Physical backups, which are the primary concern in a backup and recovery strategy, are copies of physical database files. We can make physical backups with either the Recovery Manager (RMAN) utility or operating system utilities. In contrast, logical backups contain logical data (for example, tables and stored procedures) extracted with the Oracle Export utility and stored in a binary file. We can use logical backups to supplement physical backups. 

1.2. Oracle Recovery: Basic Concepts
To restore a physical backup of a data file or control file is to reconstruct it and make it available to the Oracle database server. To recover a restored datafile is to update it by applying archived redo logs and online redo logs, that is, records of changes made to the database after the backup was taken. If We use RMAN, then you can also recover restored datafiles with incremental backups, which are backups of a datafile that contain only blocks that changed after a previous incremental backup. 

After the necessary files are restored, media recovery must be initiated by the user. Media recovery can use both archived redo logs and online redo logs to recover the datafiles.  

Figure illustrates the basic principle of backing up, restoring, and performing media recovery on a database. 
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Unlike media recovery, Oracle performs crash recovery and instance recovery automatically after an instance failure. Crash and instance recovery recover a database to its transaction-consistent state just before instance failure. By definition,  is the recovery of a database in a single-instance configuration or an Oracle Real Application Clusters configuration in which all instances have crashed. In contrast, instance recovery is the recovery of one failed instance by a live instance in an Oracle Real Application Clusters configuration. 

Crash and instance recovery involve two distinct operations: rolling forward the current, online datafiles by applying both committed and uncommitted transactions contained in online redo records, and then rolling back changes made in uncommitted transactions to their original state.  

2.Common problems 

Several problems can halt the normal operation of an Oracle database or affect database I/O operations. The following are  the most common types of problems. 

· Media Failure 

· User Error 

· Database Instance Failure 

· Statement Failure 

· Process Failure 

· Network Failure 

2.1. Media Failure
An error can occur when trying to write or read a file on disk that is required to operate an Oracle database. This occurrence is called media failure because there is a physical problem reading or writing to files on the storage medium. 

A common example of media failure is a disk head crash that causes the loss of all database files on a disk drive. All files associated with a database are vulnerable to a disk crash, including data files, control files, online redo logs, and archived logs. 

The appropriate recovery from a media failure depends on the files affected. Media failure is the primary concern of a backup and recovery strategy, because it typically requires restoring some or all database files and the application of redo during recovery. 

2.2. User Error 
As an administrator, We can do little to prevent user errors such as accidentally dropping a table. Often, user error can be reduced by increased training on database and application principles .We can also avoid user errors by administering privileges correctly so that users are able to do less potential damage. Furthermore, by planning an effective recovery scheme ahead of time, We can ease the work necessary to recover from user errors. 

2.3. Database Instance Failure
Database instance failure occurs when a problem prevents an Oracle database instance from continuing to run. An instance failure can result from a hardware problem, such as a power outage, or a software problem, such as an operating system crash. Instance failure also results when We issue a SHUTDOWN ABORT or STARTUP FORCE statement. 

2.4. Statement Failure 
Statement failure occurs when there is a logical failure in the handling of a statement in an Oracle program. For example, assume that all extents of a table (in other words, the number of extents specified in the MAXEXTENTS parameter of the CREATE TABLE statement) are allocated, and are completely filled with data. A valid INSERT statement cannot insert a row because no space is available. Therefore, the statement fails. 

If a statement failure occurs, then the Oracle software or operating system returns an error. A statement failure usually requires no recovery steps: Oracle automatically corrects for statement failure by rolling back any effects of the statement and returning control to the application. The user can simply re-execute the statement after the problem indicated by the error message is corrected. For example, if insufficient extents are allocated, then the DBA needs to allocate more extents so that the user's statement can execute. 

2.5. Process Failure 
A process failure is a failure in a user, server, or background process of a database instance such as an abnormal disconnect or process termination. When a process failure occurs, the failed subordinate process cannot continue work, although the other processes of the database instance can continue. 

The Oracle background process PMON detects aborted Oracle processes. If the aborted process is a user or server process, then PMON resolves the failure by rolling back the current transaction of the aborted process and releasing any resources that this process was using. Recovery of the failed user or server process is automatic. If the aborted process is a background process, then the instance usually cannot continue to function correctly. Therefore, We must shut down and restart the instance. 

2.6. Network Failure 
When your system uses networks such as local area networks and phone lines to connect client workstations to database servers, or to connect several database servers to form a distributed database system, network failures such as aborted phone connections or network communication software failures can interrupt the normal operation of a database system. For example: 

· A network failure can interrupt normal execution of a client application and cause a process failure to occur. In this case, the Oracle background process PMON detects and resolves the aborted server process for the disconnected user process, as described in the previous section. 

· A network failure can interrupt the two-phase commit of a distributed transaction. After the network problem is corrected, the Oracle background process RECO of each involved database automatically resolves any distributed transactions not yet resolved at all nodes of the distributed database system.

3. Oracle's Backup and Recovery Solutions
We have two methods for performing Oracle backup and recovery: Recovery Manager (RMAN) and user-managed backup and recovery. RMAN is a utility automatically installed with the database that can back up any Oracle database. RMAN uses server sessions on the database to perform the work of backup and recovery. RMAN has its own syntax and is accessible either through a command-line interface or though the Oracle Enterprise Manager GUI. RMAN comes with an API that allows it to function with a third-party media manager. 

One of the principal advantages of RMAN is that it obtains and stores metadata about its operations in the control file of the production database. We can also set up an independent recovery catalog, which is a schema that contains metadata imported from the control file, in a separate recovery catalog database. RMAN performs the necessary record keeping of backups, archived logs, and so forth using the metadata, so restore and recovery is greatly simplified. 

An alternative method of performing recovery is to use operating system commands for backups and SQL*Plus for recovery. This method, also called user-managed backup and recovery, is fully supported by Oracle Corporation, although use of RMAN is highly recommended because it is more robust and greatly simplifies administration. 

Whether we use RMAN or user-managed methods, one can supplement there physical backups with logical backups of schema objects made using the Export utility. The utility writes data from an Oracle database to binary operating system files. We can later use Import to restore this data into a database. 

4. Backup Principles

· Physical and Logical Backups 

· Whole Database and Partial Database Backups 

· Consistent and Inconsistent Backups 

· Online and Offline Backups 

· RMAN and User-Managed Backups 

4.1. Physical and Logical Backups
Physical backups are backups of physical database files: datafiles and control files. If we run the database in ARCHIVELOG mode, then the database also generates archived redo logs. one can back up the datafiles, control files, and archived redo logs. 

Physical backups are divided into two categories:: image copies and backups in a proprietary format. An image copy is an exact duplicate of a datafile, control file, or archived log. one can create image copies of physical files with operating system utilities or the RMAN COPY command, and you can restore them as-is without performing additional processing by using either operating system utilities or the RMAN RESTORE command. 

Logical backups are exports of schema objects into a binary file. Import and Export are utilities used to move Oracle data in and out of Oracle schema. Export writes data from an Oracle database to binary operating system files. These export files store information about schema objects, for example, tables and stored procedures. Import is a utility that reads export files and restores the corresponding data into an existing database. 

Although Import and Export are designed for moving Oracle data, we can also use them as a supplemental method of protecting data in an Oracle database. We should not use Import and Export as the sole method of backing up our data.
4.2. Whole Database and Partial Database Backups
A whole database backup includes backups of the current control file along with all datafiles. Whole database backups are the most common type of backup. 

Whole database backups do not require we to operate the database in a specific archiving mode. Before performing whole database backups, however, be aware of the implications of backing up in ARCHIVELOG and NOARCHIVELOG modes . 

Figure illustrates the valid configuration options given the type of backup that is performed. 

Figure 2-1 Whole Database Backup Options
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 consistent backup and  inconsistent backup.

 Whether or not a backup is consistent determines whether we need to apply redo logs after restoring the backup. 

we can make backups of the entire database with the following methods: 

· An operating system utility that makes a separate copy of each individual datafile in the database as well as the current control file 

· The RMAN BACKUP DATABASE command 

· The RMAN COPY DATAFILE command run against each datafile in the database, and the COPY CURRENT CONTROLFILE command run against the control file 

4.2.1. Tablespace Backups
A tablespace backup is a backup of the datafiles that constitute the tablespace. For example, if tablespace users contains datafiles 2, 3, and 4, then a backup of tablespace users backs up these three datafiles. 

Tablespace backups, whether online or offline, are valid only if the database is operating in ARCHIVELOG mode. The reason is that redo is required to make the restored tablespace consistent with the other tablespaces in the database. 

The only time a tablespace backup is valid for a database in NOARCHIVELOG mode is when the tablespace is currently read-only or offline-normal. These cases are exceptions because no redo is required to recover them. 

For example, take the scenario depicted in Figure 2-2: 

1. We take a tablespace offline normal at some time during day t. 

2. We make a backup of the tablespace at day t + 5. 

3. We restore the tablespace at day t + 10 with the backup made at day t + 5. 

4. We make the tablespace read/write at day t + 15. 

Figure 2-2 Tablespace Backups in NOARCHIVELOG Mode
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Because there were no changes to the offline tablespace between t + 5 and t + 10, no media recovery is needed. If we make the tablespace read/write at t + 15 and then subsequently attempt to restore the t + 5 backup, however, Oracle requires media recovery for the changes after t + 15. Hence, you can only open the database if all necessary redo is located in the online redo logs. 

We can make backups of an individual tablespace with the following methods: 

· An operating system utility that makes a separate copy of each datafile in the tablespace 

· The RMAN BACKUP TABLESPACE command 

· The RMAN COPY DATAFILE command run against each datafile in the tablespace 

4.2.2. Datafile Backups
A datafile backup is a backup of a single datafile. Datafile backups, which are not as common as tablespace backups, are valid in ARCHIVELOG databases. The only time a datafile backup is valid for a database in NOARCHIVELOG mode is if: 

· Every datafile in a tablespace is backed up. You cannot restore the database unless all datafiles are backed up. 

· The datafiles are read-only or offline-normal. 

We can make backups of an individual datafile using these methods: 

· An operating system utility 

· The RMAN BACKUP DATAFILE command 

· The RMAN COPY DATAFILE command, which produces a datafile copy 

4.2.3. Control File Backups
Backing up the control file is a crucial aspect of backup and recovery. Without an accessible control file, we cannot mount or open the database. 

If we use RMAN as your backup and recovery solution, and if we run the CONFIGURE CONTROLFILE AUTOBACKUP command, then RMAN automatically backs up the control file whenever we run backup and copy jobs. This backup is called a control file autobackup. Because the autobackup uses a default filename, RMAN can restore this backup even if the RMAN repository is unavailable. Hence, this feature is extremely useful in a disaster recovery scenario. 

We can make manual backups of the control file by using the following methods: 

· The RMAN BACKUP CURRENT CONTROLFILE creates an RMAN-specific backup of the control file, and the COPY CURRENT CONTROLFILE command creates an image copy of the control file. 

· The SQL statement ALTER DATABASE BACKUP CONTROLFILE makes a binary backup of the control file. 

· The SQL statement ALTER DATABASE BACKUP CONTROLFILE TO TRACE exports the control file contents to a SQL script file. You can use the script to create a new control file. Trace file backups have one major disadvantage: they contain no records of archived redo logs, offline ranges for datafiles, and RMAN backups and copies. For this reason, binary backups are preferable. 

4.2.4. Archived Redo Log Backups
Archived redo logs are essential for recovering an inconsistent backup. The only way to recover an inconsistent backup without archived logs is to use RMAN incremental backups. To be able to recover a backup through the most recent log, every log generated between these two points must be available. In other words, we cannot recover from log 100 to log 200 if log 173 is missing. If log 173 is missing, then we must halt recovery at log 172 and open the database with the RESETLOGS option. 

Because archived redo logs are essential to recovery, you should back them up regularly. If we use a media manager, then back them up regularly to tape. 

We can make backups of archived logs by using the following methods: 

· An operating system utility 

· The RMAN BACKUP ARCHIVELOG command 

· The RMAN BACKUP ... PLUS ARCHIVELOG or BACKUP ... PLUS ARCHIVELOG commands 

· The RMAN COPY ARCHIVELOG command 

4.3. Consistent and Inconsistent Backups
4.3.1. Consistent Backups
A consistent backup of a database or part of a database is a backup in which all read/write datafiles and control files have been check pointed with respect to the same system change number (SCN). In addition, every online, read/write datafile is not a fuzzy file, that is, does not contain changes beyond the SCN in the datafile header. Oracle determines whether a restored backup is consistent by checking the datafile headers against the datafile header information contained in the control file. 

The only way to make a consistent whole database backup is to shut down the database with the NORMAL, IMMEDIATE, or TRANSACTIONAL options and make the backup while the database is closed. If a database is not shut down cleanly, for example, an instance fails or you issue a SHUTDOWN ABORT statement, then the database's datafiles are always inconsistent--unless the database is a read-only database. Instance recovery will be required at open time. 

A consistent whole database backup is the only valid backup option for databases operating in NOARCHIVELOG mode, because otherwise redo will need to be applied to create consistency. In NOARCHIVELOG mode, Oracle does not archive the redo logs, and so the required redo logs may not exist on disk. 

4.3.2. Inconsistent Backups
An inconsistent backup is a backup in which all read/write datafiles and control files have not been checkpointed with respect to the same SCN. For example, one read/write datafile header may contain an SCN of 100 while other read/write datafile headers contain an SCN of 95 or 90. Oracle cannot open the database until all of these header SCNs are consistent, that is, until all changes recorded in the online redo logs have been applied to the datafiles on disk. 

database backup. If the database must be up and running 24 hours a day, 7 days a week, then you have no choice but to perform inconsistent backups of a whole database. For example, a backup of an offline tablespace in an open database is inconsistent with other tablespaces because portions of the database are being modified and written to disk while the backup of the tablespace is progressing. The datafile headers for the online and offline datafiles may contain inconsistent SCNs. We must run our database in ARCHIVELOG mode to make online backups of online datafiles. 

If we run the database in ARCHIVELOG mode, then we can construct a whole database backup using backups of online datafiles taken at different times. For example, if our database contains seven tablespaces, and if we back up the control file as well as a different tablespace each night, then in a week we will back up all tablespaces in the database as well as the control file. We can consider this staggered backup as a whole

4.4.Online and Offline Backups
4.4.1. Backups of Online Tablespaces and Datafiles
We can back up all or specified datafiles of an online tablespace while the database is open, but only when the database runs in ARCHIVELOG mode. In this case, Oracle can write changes to the online datafiles while the backup is occurring. A backup of online datafiles is called an online backup. 

One danger in making online backups is the possibility of inconsistent data within a block. For example, assume that either RMAN or an operating system utility reads the entire block while database writer is in the middle of updating the block. In this case, RMAN or the copy utility may read the old data in the top half of the block and the new data in the bottom top half of the block. In this case, the block is a fractured block, meaning that the data contained in this block is not consistent. 

During an RMAN backup, an Oracle server session reads the datafiles, not an operating system utility. The server session reads whole Oracle blocks and determines whether the block is fractured by comparing the header and footer of each block. If the session detects a fractured block, then it rereads the block until it gets a consistent picture of the data. 

When we back up an individual datafile or online tablespace with an operating system utility (rather than with RMAN), you must use a different method to handle fractured blocks. We must first place the online tablespace in backup mode with the ALTER TABLESPACE BEGIN BACKUP statement. As a result, Oracle stops recording checkpoints to the tablespace's datafiles. We must put a tablespace in backup mode to make user-managed backups of datafiles in an online, read/write tablespace. After an online backup is completed, Oracle advances the file header to the current database checkpoint, but only after you run the ALTER TABLESPACE ... END BACKUP or ALTER DATABASE END BACKUP statement to take the tablespace out of backup mode. 

When we restore a datafile from an operating system backup, the datafile header has a record of the most recent datafile checkpoint that occurred before the online tablespace backup, not any that occurred during it. As a result, Oracle asks for the appropriate set of redo log files to apply should recovery be needed. 

4.4.2. Backups of Offline Tablespaces and Datafiles
An offline backup is performed while the tablespace or datafile is offline. We can take tablespaces offline with the ALTER TABLESPACE OFFLINE statement by using any of three different options: NORMAL, TEMPORARY, or IMMEDIATE. Taking an offline backup with the NORMAL option ensures that after the backup is complete, we  do not have to perform recovery to bring the tablespace or datafile back online. In this way, you can perform necessary backups on datafiles and tablespaces without ever having to shut down the database or perform recovery. 

4.5. RMAN and User-Managed Backups
4.5.1. RMAN Backups
RMAN backups are stored in a different format from user-managed backups. We generate an RMAN backup by running the BACKUP command from within the RMAN interface, as in the following example: 

RMAN> BACKUP DATABASE;

The BACKUP command generates either a backup set or a proxy copy and writes it to the operating system or a third-party media manager (if used). A backup set is a logical construction composed of one or more backup pieces. A backup piece is a file in a proprietary format composed of the blocks from one or more input datafiles, control files, or archived redo logs. For example, We can back up 5 datafiles into 1 backup set containing 1 backup piece, which causes RMAN to intermingle the blocks from the different datafiles into a single file. 

In contrast to the BACKUP command, the RMAN COPY command generates a datafile, control file, or archived log image copy that can be restored by an operating system utility. An image copy is an exact duplicate of the input file. For example, this command copies datafile 1 to df1.copy on the operating system: 

RMAN> COPY DATAFILE 1 TO 'df1.copy';

The COPY command only copies to disk. However, we can use the BACKUP command to back up image copies to tape. 

4.5.2. User-Managed Backups
We must use operating system utilities to make user-managed backups. The available commands are operating system specific. For example, on a UNIX system we can back up a datafile using dd as follows: 

% dd if=/oracle/dbs/df1.f of=/backup/df1.bak bs=1024k

On Windows NT, you can back up a datafile by pressing CTRL+C and then CTRL+V, by dragging and dropping, or by running a COPY command at the Command Prompt as in the following example: 

C:\> COPY df1.dbf F:\BACKUP\df1.dbf

One major difference between user-managed backups and RMAN backups is that in the former there is no automatic metadata record of the backup. In other words, we must manually keep records of what we back up and where we back it up
5. Recovery Principles

 Types of Oracle Recovery
· Instance and Crash Recovery 

· Media Recovery 

5.1. Instance and Crash Recovery
Crash recovery is used to recover from a failure either when a single-instance database crashes or all instances of an Oracle Real Application Clusters database crashes. Instance recovery refers to the case where a surviving instance recovers a failed instance in an Oracle Real Application Clusters database. 

The goal of crash and instance recovery is to restore the data block changes located in the cache of the dead instance and to close the redo thread that was left open. Instance and crash recovery use only online redo log files and current online datafiles. Oracle recovers the redo threads of the dead instances together. 

Crash and instance recovery have the following shared characteristics: 

· Redo the changes using the current online datafiles (as left on disk after the crash or SHUTDOWN ABORT) 

· Use only the online redo logs and never require the use of the archived logs 

· Have a recovery time governed by the number of dead instances, amount of redo generated in each dead redo thread since the last checkpoint, and by user-configurable factors such as the number and size of redo log files, checkpoint frequency, and the parallel recovery setting 

Oracle performs this recovery automatically on two occasions: 

· At the first database open after the crash of a single-instance database or all instances of an Oracle Real Applications Cluster database (crash recovery). After a normal shutdown, Oracle sets a flag in the control file. Oracle performs crash recovery automatically at startup upon detecting that an instance did not set a flag in the control file indicating a normal shutdown. 

· When some but not all instances of an Oracle Real Application Clusters configuration fail (instance recovery). The recovery is performed automatically by a surviving instance in the configuration. 

The important point is that in both crash and instance recovery Oracle applies the redo automatically: no user intervention is required to supply redo logs. However, one can set parameters in the database server that can tune the duration of instance and crash recovery performance. Also, We can tune the rolling forward and rolling back phases of instance recovery separately. Finally, one can tune checkpointing so that recovery time is optimized. 

5.2. Media Recovery
Media recovery is divided into the following types: 

· Datafile media recovery 

· Block media recovery 

Typically, the term "media recovery" refers to recovery of datafiles. Block media recovery is a more specialized operation that you can only perform with RMAN. 

5.2.1. Datafile Media Recovery
Datafile media recovery is used to recover from a lost or damaged current datafile or control file. It is also used to recover changes that were lost when a tablespace went offline without the OFFLINE NORMAL option. Datafile media recovery and instance recovery have in common the requirement to repair database integrity. However, these types of recovery differ with respect to their additional features. Media recovery has the following characteristics: 

· Applies needed changes using restored backups of damaged datafiles. 

· Can use archived logs as well as the online logs. 

· Requires explicit invocation by a user. 

· Does not detect media failure (that is, the need to restore a backup) automatically. After a backup has been restored, however, detection of the need to recover it through media recovery is automatic. 

· Has a recovery time governed solely by user policy (for example, frequency of backups, parallel recovery parameters) rather than by Oracle internal mechanisms. 

The database cannot be opened if any of the online datafiles needs media recovery, nor can a datafile that needs media recovery be brought online until media recovery has been executed. The following scenarios necessitate media recovery: 

· we restore a backup of a datafile. 

· We restore a backup control file (even if all datafiles are current). 

· A datafile is taken offline (either by ous or automatically by Oracle) without the OFFLINE NORMAL option. 

Unless the database is not open by any instance, datafile media recovery can only operate on offline datafiles. One can initiate datafile media recovery before opening a database even when crash recovery would have sufficed. If so, crash recovery still runs automatically at database open. 

Note that when a file requires media recovery, we must perform media recovery even if all necessary changes are contained in the online logs. In other words, we must still run recovery even though the archived logs are not needed. Media recovery may find nothing to do -- and signal the "no recovery required" error -- if invoked for files that do not need recovery. 

5.2.2. Block Media Recovery
Block media recovery is a technique for restoring and recovering individual data blocks while all database files remain online and available. If corruption is limited to only a few blocks among a subset of database files, then block media recovery may be preferable to datafile recovery. 

The interface to block media recovery is provided by RMAN. If you do not already use RMAN as your principal backup and recovery solution, then you can still perform block media recovery by cataloging into the RMAN repository the necessary user-managed datafile and archived redo log backups. 

6.Backup and Recovery Strategies

6.1. Backup Strategies
Before we create an Oracle database, decide how to protect the database against potential media failures. If we do not develop a backup strategy before creating our database, then we may not be able to perform recovery if a disk failure damages the datafiles, online redo log files, or control files. 

These are  general guidelines that decide when to perform database backups and which parts of a database we should back up. Of course, the specifics of our strategy depend on the constraints under which we are operating.

     Following are the general strategies . 

· Obeying the Golden Rule of Backup and Recovery 

· Choosing the Database Archiving Mode 

· Multiplexing Control Files, Online Redo Logs, and Archived Redo Logs 

· Performing Backups Frequently and Regularly 

· Performing Backups Before and After You Make Structural Changes 

· Backing Up Often-Used Tablespaces 

· Performing Backups After Unrecoverable Operations 

· Performing Whole Database Backups After Opening with the RESETLOGS Option 

· Archiving Older Backups 

· Knowing the Constraints for Distributed Database Backups 

· Exporting Data for Added Protection and Flexibility 

· Avoiding the Backup of Online Redo Logs 

· Keeping Records of the Hardware and Software Configuration of the Server 

6.1.1. Obeying the Golden Rule of Backup and Recovery
The set of files needed to recover from the failure of any Oracle database file--a datafile, control file, or online redo log--is called the redundancy set. The redundancy set contains: 

· The last backup of the control file and all the datafiles 

· All archived redo logs generated after the last backup was taken 

· A duplicate of the online redo log files generated by Oracle multiplexing, operating system mirroring, or both 

· A duplicate of the current control file generated by Oracle multiplexing, operating system mirroring, or both 

· Configuration files such as the server parameter file, tnsnames.ora, and listener.ora 

The golden rule of backup and recovery is: the set of disks or other media that contain the redundancy set should be separate from the disks that contain the datafiles, online redo logs, and control files. This strategy ensures that the failure of a disk that contains a datafile does not also cause the loss of the backups or redo logs needed to recover the datafile. Consequently, a minimal production-level database requires at least two disk drives: one to hold the files in the redundancy set and one to hold the database files. 

6.1.2. Choosing the Database Archiving Mode
6.1.2.1. Backing Up a NOARCHIVELOG Database
If we run the database in NOARCHIVELOG mode, Oracle does not archive filled groups of online redo log files. Therefore, the only protection against a disk failure is the most recent whole backup of the database. Follow these guidelines: 

· Make whole database backups regularly, according to the amount of work that you can afford to lose. For example, if we can afford to lose the amount of work accomplished in one week, then make a consistent whole database backup once every week. If we can afford to lose only a day's work, then make a consistent whole database backup every day. For large databases with a high amount of activity, we usually cannot afford to lose work. In this case, we should operate the database in ARCHIVELOG mode. 

· Whenever we alter the physical structure of a database operating in NOARCHIVELOG mode, immediately take a consistent whole database backup. A whole database backup fully reflects the new structure of the database. 

6.1.2.2. Backing Up an ARCHIVELOG Database
If we run our database in ARCHIVELOG mode, then the archiver archives groups of online redo log files. Therefore, the archived redo log coupled with the online redo log and datafile backups can protect the database from a disk failure, providing for complete recovery from a disk failure to the instant that the failure occurred (or, to the desired noncurrent time). Following are common backup strategies for a database operating in ARCHIVELOG mode: 

· Back up the entire database after we create it. This initial whole database backup is the foundation of our backups because it provides backups of all datafiles and the control file of the associated database. 

· Make backups of tablespaces when the database is open or closed to keep the database backups up-to-date. So long as we have the necessary archived logs to recover the backup, we never have to shut down the database to make a backup. 

In particular, back up the datafiles of extensively used tablespaces frequently to reduce database recovery time. If a more recent datafile backup restores a damaged datafile, then you need to apply less redo (or incremental backups) to the restored datafile to roll it forward to the time of the failure. 

We can also use a datafile copy taken while the database is open and the tablespace is online to restore datafiles. We must apply the appropriate redo log files to these restored datafiles to make the data consistent and bring it forward to the specified point in time. 

· Back up the control file every time you make a structural change to the database. If you run in ARCHIVELOG mode and the database is open, then use either RMAN or the SQL statement ALTER DATABASE BACKUP CONTROLFILE. 

· Back up archived logs frequently. It is strongly recommended that you keep at least two copies of archived logs: one on disk and another on off-line storage (tape, optical disks, and so forth). Keep the logs on disk as long as possible but back them up as soon as possible. 

6.1.3. Multiplexing Control Files, Online Redo Logs, and Archived Redo Logs
Control files, online redo logs, and archived redo logs are crucial files for backup and recovery operations. The loss of any of these files can cause to lose data irrevocably. we should maintain: 

· At least two copies of the control file on different disks mounted under different disk controllers. we should use Oracle to multiplex the copies and our operating system to mirror each copy. 

· Two or more copies of our online redo log on different disks. The online redo data is crucial for instance, crash, and media recovery. 

· Two or more copies of our archived redo log on different disks and, if possible, different media. 

6.1.4. Performing Backups Frequently and Regularly
Frequent backups are essential for any recovery scheme. Base the frequency of backups on the rate or frequency of database changes such as: 

· Addition and deletion of tables 

· Insertions and deletions of rows in existing tables 

· Updates to data within tables 

If users generate a significant amount of DML, then database backup frequency should be proportionally high. Alternatively, if a database is mainly read-only, and if updates are issued only infrequently, then you can back up the database less frequently. 

6.1.5. Performing Backups Before and After You Make Structural Changes 
Administrators as well as users make changes to a database. If you make any of the following structural changes, then perform a backup of the appropriate portion of your database immediately before and after completing the following changes: 

· Create or drop a tablespace. 

· Add or rename a datafile in an existing tablespace. 

· Add, rename, or drop an online redo log group or member. 

The part of the database that we should back up depends on our archiving mode: 

	Mode 
	Action 

	ARCHIVELOG 
	Make a control file backup (using RMAN or using the ALTER DATABASE statement with the BACKUP CONTROLFILE option) before and after a structural alteration. Of course, we can back up other parts of the database as well. 

	NOARCHIVELOG 
	Make a consistent whole database backup immediately before and after the modification. 


6.1.6. .Backing Up Often-Used Tablespaces
Many DBAs find that regular whole database backups are not in themselves sufficient for a robust backup strategy. If we run in ARCHIVELOG mode, then we can back up the datafiles of an individual tablespace or even a single datafile. This option is useful if a portion of a database is used more extensively than others, for example, the SYSTEM tablespace and automatic undo tablespaces. 

By making more frequent backups of the extensively used datafiles of a database, we avoid a long recovery time. For example, we may make a whole database backup once every two weeks. If the database experiences heavy traffic during the week, then a media failure on Friday can force us to apply a tremendous amount of redo during recovery. If we had backed up our most frequently accessed tablespaces three times a week, then we could apply a smaller number of changes to roll the restored file forward to the time of the failure. 

If we are running in automatic undo management mode, then be sure to regularly back up our undo tablespaces. If we run in manual undo management mode, then be sure to regularly back up all tablespaces containing rollback segments. 

6.1.7. Performing Backups After Unrecoverable Operations
If users are creating tables or indexes using the UNRECOVERABLE option, then make backups after the objects are created. When tables and indexes are created as UNRECOVERABLE, Oracle does not log redo data, which means that you cannot recover these objects from existing backups. 

6.1.8. Performing Whole Database Backups After Opening with the RESETLOGS Option
After we open a database with the RESETLOGS option, Oracle Corporation recommends that we immediately perform a whole database backup. If we do not, and if a disaster occurs, then it is possible to lose all changes made after opening the database. 

In certain cases, we can restore a backup made prior to a RESETLOGS and recover the database, but the procedure is complicated and requires us to have a control file backup from before and after the RESETLOGS operations. A whole database backup created after a RESETLOGS protects against this situation. 

6.1.9. Archiving Older Backups
We may need to store older backups for two basic reasons: 

· An older backup is necessary for performing incomplete recovery to a time before our most recent backup 

· our most recent backup is corrupted 

If we want to recover to a noncurrent time, then we need a database backup that completed before the desired time. For example, if we make backups on the 1st and 14th of February, then decide at the end of the month to recover your database to February 7th, we must use the February 1st (or earlier) backup. 

For a database operating in NOARCHIVELOG mode, the backup that we use must be a consistent whole database backup. Of course, we cannot perform media recovery using this backup. For a database operating in ARCHIVELOG mode, the whole database backup: 

· Does not need to be consistent because redo is available to recover it 

· Should have completed before the intended recovery time 

· Should have all archived logs necessary to recover the datafiles to the required point-in-time 

· Should be recovered with a control file that reflects the database's structure at the point-in-time that ends the recovery 

For added protection, keep two or more database backups (with associated archived redo logs) previous to the current backup. Thus, if our most recent backups are not usable, then we will not lose all of our data. 

6.1.10. Knowing the Constraints for Distributed Database Backups
If the database is a member of a distributed database system, then all databases in the system should operate in the same archiving mode. Note the consequences and constraints contained in the following table. 

	Mode 
	Constraint 
	Consequence 

	ARCHIVELOG 
	Closed cleanly 
	Backups at each node can be performed autonomously, that is, individually and without time coordination. 

	NOARCHIVELOG 
	Closed cleanly 
	Consistent whole database backups must be performed at the same global time to plan for global distributed database recovery. For example, if a database in New York is backed up at midnight EST, the database in San Francisco should be backed up at 9 PM PST. 


6.1.11. Exporting Data for Added Protection and Flexibility
Because the Oracle Export utility can selectively export specific objects, consider exporting portions or all of a database for supplemental protection and flexibility in a database's backup strategy. This strategy is especially useful for logical backups of the RMAN recovery catalog, because we can quickly reimport this data into any database and rebuild the catalog if the recovery catalog database is lost. 

Database exports are not a substitute for whole database backups and cannot provide the same complete recovery advantages that the built-in functionality of Oracle offers. For example, we cannot apply archived logs to logical backups in order to update lost changes. An export provides a snapshot of the logical data (tables, stored procedures, and so forth) in a database when the export was made. 

6.1.12. Avoiding the Backup of Online Redo Logs
Although it may seem that we should back up online redo logs along with the datafiles and control file, this technique is dangerous. We should not back up online redo logs for the following reasons: 

· The best method for protecting the online logs against media failure is by multiplexing them, that is, having multiple log members in each group, on different disks and disk controllers. 

· If our database is in ARCHIVELOG mode, then the archiver is already archiving the filled redo logs. 

· If our database is in NOARCHIVELOG mode, then the only type of backups that we should perform are closed, consistent, whole database backups. The files in this type of backup are all consistent and do not need recovery, so the online logs are not needed. 

· We may accidentally restore backups of online redo logs while not intending to, thereby corrupting the database. 

6.1.13. Keeping Records of the Hardware and Software Configuration of the Server
During the stress of a recovery situation, it is important that we have all necessary information at our disposal. This is especially true if for some reason we need to contact Oracle Support because we run into a problem that we do not understand. We should have the following documentation about the hardware configuration: 

· The name of the node that hosts the database 

· The make and model of the production machine 

· The version and patch of the operating system 

· The disk capacity of the host 

· The number of disks and disk controllers 

· The disk capacity and free space 

· The media management vendor (if we use a third-party media manager) 

· The type and number of media management devices 

We should also keep the following documentation about the software configuration: 

· The name of the database instance (SID) 

· The database identifier (DBID) 

· The version and patch release of the Oracle database server 

· The version and patch release of the networking software 

· The method (RMAN or user-managed) and frequency of database backups 

· The method of restore and recovery (RMAN or user-managed) 

· The datafile mount points 

We should keep this information both in electronic and hardcopy form. For example, if we save this information in a text file on the network or in an email message, then if the entire system goes down, you may not have this data available. 

6.2. Restore and Recovery Strategies
Oracle provides a variety of procedures and tools to assist you with recovery. To develop an effective recovery strategy, do the following: 

· Testing Backup and Recovery Strategies 

· Validating Backups and Restores Using RMAN 

· Planning a Response to Media Failures 

· Planning a Response to Datafile Block Corruption 

· Planning the Response to Non-Media Failures 

6.2.1. Testing Backup and Recovery Strategies
Practice backup and recovery techniques in a test environment before and after we move to a production system. In this way, we can measure the thoroughness of our strategies and minimize problems before they occur in a real situation. Performing test recoveries regularly ensures that our archiving, backup, and recovery procedures work. It also helps us stay familiar with recovery procedures, so that we are less likely to make a mistake in a crisis. 

If we use RMAN, then run the DUPLICATE command to create a test database using backups of our production database. If we perform user-managed backup and recovery, then we can either create a new database, a standby database, or a copy of an existing database by using a combination of operating system and SQL*Plus commands. 

6.2.2. Validating Backups and Restores Using RMAN 
If we use RMAN, then we can use the VALIDATE keyword on the BACKUP and RESTORE commands. BACKUP VALIDATE tests whether we are able to make a valid backup of database files. RESTORE VALIDATE tests whether we are able to restore an RMAN backup. Note that neither of these commands produces any actual output files. 

6.2.3. Planning a Response to Media Failures
Media failure is the biggest threat to our data. A media failure is a physical problem that occurs when a computer unsuccessfully attempts to read from or write to a file necessary to operate the database. Common types of media problems include: 

· A disk drive that holds one of the database files experiences a head crash. 

· A datafile, online or archived redo log, or control file is accidentally deleted, overwritten, or corrupted. 

The technique we use to recover from media failure of a database file depends heavily on the type of media failure that occurred. For example, the strategy we use to recover from a corrupted datafile is different from the strategy for recovering from the loss of the control file. 

The basic steps for media recovery are: 

· Determine which files to recover. 

· Determine the type of media recovery required: complete or incomplete, open database or closed database. 

· Restore backups or copies of necessary files: datafiles, control files, and the archived redo logs necessary to recover the datafiles. 

· Apply redo records (and/or incremental backups when using Recovery Manager) to recover the datafiles. 

· Reopen the database. If we perform incomplete recovery or restore a backup control file, then you must open the database with the RESETLOGS option. 

When we perform datafile media recovery, you choose either complete recovery or incomplete recovery. The type of recovery method we use depends on the situation.. 

6.2.4. Planning a Response to Datafile Block Corruption
If selected blocks within a datafile are corrupt, then you may not have to restore and recover the whole datafile. Instead, you can perform block media recovery. The Recovery Manager BLOCKRECOVER command can restore and recover specified data blocks while the database is open and the corrupted datafile is online. 

6.2.5. Planning the Response to Non-Media Failures
Although media recovery is our primary concern when developing our recovery strategy, we should understand the basic types of non-media failures as well as the causes and solutions for each. 

6.2.5.1. Statement Failure
A statement failure is a logical failure in the handling of a statement in an Oracle program. The Oracle database server or the operating system usually returns an error code and a message when a statement failure occurs. 

6.2.5.2. User Error
Users errors are any mistakes that users make in adding data to or deleting data from the database. If we have a logical backup of a table from which data has been lost, sometimes we can simply import it back into the table. 

Depending on the scenario, we may have to perform some type of incomplete media recovery to correct user errors. We can perform either database point-in-time recovery (DBPITR) or tablespace point-in-time recovery (TSPITR). 

6.2.5.3. Instance Failure
Instance failure occurs when an instance abnormally terminates. An instance failure can occur because: 

· A power outage causes the server to crash. 

· The server becomes unavailable because of hardware problems. 

· The operating system crashes. 

· One of the Oracle background processes fails. 

· We issue a SHUTDOWN ABORT statement. 

Fortunately, Oracle performs instance recovery automatically: all we need to do is restart the database. Oracle automatically detects that the database was not shut down cleanly, then applies committed and uncommitted redo records in the redo log to the datafiles and rolls back uncommitted data. Finally, Oracle synchronizes the datafiles and control file and opens the database.

